sreunsAnsulsaudiauaansiuas NTOP suaansinrsaus
Tuviavaana (Commercial Software)
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1 enutluun/danuscava
nnfaransudrs NTOP (Network TOP) iluziansiuas open-source 'la¥uninu

finnfluatitoge dusuldanatauariieszvidamianudadndluiaiazng dawedurs
NTOP sansaanaiauariianzinisldonuiaiaziieleie IPv4 uay IPv6 at1'lsianu
aiaweitds NTOP defiziadrdaviaraadiy avivdu Lugunsadnuunnislidenu IPv6 anu
wanwaLATule Bigusaifusazdududayaanngiutaya wasdinsugaonaigain
nanan'lavinarsweundsulseaansiuis NTOP lisusatAuuasAuduliaya
ng1utaya MySQL 16 uazfinsuandnaiiiasaniiuirlanasgldou 5916vinnns
asdnwtlseuisuaansduds NTOP  Fdusawsuisdug Turiasanara (Commerdial

Software)

2 snan1sadaneaws Commercial Traffic Monitoring Systems
TunsdnlauisuaaguifuasanuaInisauas  ntop Ay commercial

(close-source) software Uszianiienduiadssiuanuauisalunisuasduluide
Wil uaylaldan Commerical (close-source) software &1usuasaiauasitasieu
dayaluta3azing 7 software unvinns@nddauiiau leun Colasoft Capsa, Ntwork
Probe, Netflow Analyzer, IP Traffic Monitor, PRTG Traffic Grapher, SoftPerfect Traffic

Meter uay Ultra Network Analyzer

2.1 Colasoft Capsa
HuTdsunsuilszian Network analyzer ( protocol analyzer uag packet sniffer)

Tdsuasudanuansanaiaadvidu ausasnau packet lawuy real time, &hunsalal
Tun1s monitor tA3aznalednaan 24/7, &usandgadnavIulaaasidas packet , inns
JuAs1eY  protocol  duge LLazﬁszuuimswﬁﬂmmashavg"l,ﬁmﬁ'\zgu,uuﬁmiuﬁﬁ )
TUsunsususaudadnataiaitaiianududaulvag lusduuuidaiauuaziinladng,

Jianzvilusyiu packet uasawsaunlatfayniuagiaiaine



£ Project 1 - Packet Analyzer - Colasoft Capsa [Stopped]

File  Edit  Miew Project  Tools  Window  Help
0 2 & - r | O @ ¥ & 9 @ & L
Mew Open Save Start: Settings Adapter Filker Network Log  Diagnosis  Mame Table  Filter Table
=] Explorer 1 x .'-jummary-i Diagnosis | Endpoints | Protocols | Conversations | Matrix | Packets | Logs | Grap 4 P
( Project 1 (3) e I T i i
Sy 8 g e - X ject 1"Summary |
& Protocol Explorer (4) | % 0 & ! 1
(-4 Physical Explarer (4) Statistics ~
- %3 IP Explorer (4) =l Capture
Stark Date 2l
Stark Time
Duration
=IPhysical Errors
F Total E
,E Project Status nx St
CRC Errars
Packet fiters: Mo fiters enakled sligrment Errors
Error packets: ] Owerrun Errors
Packets captured: 176 Underrun Errars
Packets lost: 0 I=/802.3 Errors
Packets accepted: 176 802 3 Toks| B
2 802.3 One Collision
Rackets pieried: D anz.3 More Collisions
Buifer usage: | 28 KB 802.3 Max Colisions
= i 8023 Deferrals
e Oriine esources i = Traffic Eites Packets IHilization bp=
T N
~ ;
3 Getting Start =l Total Traffic 16.287 KB 176 0.003%  3.104 ...
= = Broadcast Traffic Sent 10,781 KB 124 0.003%  2.560..
PR m i Mulkicast Traffic Sent 2,725 KB 17 0.000% Obps | .,
£ 2| Qg e | ¥
For Help, press F1

51U7 1 fatineniiraa Colasoft Capsa

AatsNLaLaUY

Traffic Statistics & Bandwidth Use w&asnanis monitor traffic wag
bandwidth Agnlzulustuuuzasnsmuasdiia

Advanced Protocol Analysis &unsajiasisinazseyniiauad network
protocol ‘léu1n3n 300 protocol

In-depth Packet Decoding uanasinanas packet singqwsanviosnaasidan
s vinnIsaaasE A USaLa"

Monitor Multiple Network Behaviors Lilhguasasiagaunisldeiu web site
99, sneastduauas email, MsaunuILLL online uagduq

Map out Each Host in Network u&agsenis host sinvgaaluiaiazing
suisTaandaauasusay host 12 IP address, MAC wagduq

Automatic Expert Network Diagnosis w&nusn1sitasgvitfeyinaalu
ta3arnadaTuidwsandnuzinlunisua’la

Visualize all Connections in Matrix u,amufufu:haaomwﬂamiamaoaﬂnsni
fin9nlutaTazinawsanoLsines traffic

Conversation & Packet Stream sunsatihguazasne packet sinvqiiiAinduy

TusznInensaun’le



o Useful & Valuable Built-in Tools # built-in tool AAlwuwsaufuTUsunsuds
fu13aai9 packet uay replay packet lamusiadnis s3uviens scan uag ping
Wansagaua3azne

¢ Quick & Intuitive Report sansaasvnanwAsfunsdaudaiaulale

aen9IsIALsD

ANGAYATARITLSUASH
Minimum requirement
e P41.2GCPU
e 512 MBRAM

e Internet Explorer 5.5 or higher

Recommended requirements

e P43.0GCPU
e 1GB RAM or more
o Internet Explorer 6.0 or higher

Supported Windows Platforms

e Windows 2000 (SP 4 or later)

e Windows XP (SP 1 or later) and 64 Edition
e Windows Server 2003 and 64 Edition

e Windows Vista



2.2 Network Probe
Network Probe tflutisunsuiivinniiniiiu network traffic monitor wag protocol

analyzer Mfinsaunalusduuuuasnin dousavrfiauazdsunauag network traffic
wiauviezhadlviiudeaniaraflusumnuastiaumuaraniiiuaamauasaiaziie Wia

189 network 2asnda‘liannsaladenu'ls Network probe aunsaazdlutiudoaniie

aavilayurrnlasdlugase traffic uazfinnssusvtayaatnlanaluiadaziia laacing

<
I

Packets Hosts Conversations Protocols Cards

454 i1 i3 10 9

& Probe name
MARKUSPC

Probe description
MARKUSPC

Bytes
398.8 KB

MARKUSPC, Bytes

70 Khitis 34 Khitis
B0 Khit/s
50 Khitis
40 Khitis
30 Khitis
20 Kbitis

10 Khitls

0 Kbitls .
tirsdag 4 mar 13:26 - tirsdag 4 mar 13:26

& Name Port Description W Bytes Packets Hosts Conversations
ether.IP.TCR.rtsp 1.2048.6.354 Real Time Stream Control Protoce  403.6 KB 437 2 2
ether.IP.TCP.msnp 1.2048.6.1863 MSHP 1.1 KB (-} 2 2
ether.ARP 1.2054 ARP 284 3 [ 3
ether.IP.UDP.nat-stun-port 1.2042.17.3478 Simple Traversal of UDP Through 264 4 3 o
ether.Novell IPX 1.32079 Nowell IPX 236 2 o o

Top  protocals chart | ot

ether P TPt () 413 301
ethier P TCP.msnp i 1 167
ether ARP [ 284
ether IP UDP nat-stun-port l 264
ether Novell IPX [l 236
i 50000 100000 150000 200000 250000 300000 350000 400000 450000 500000
Bytes
,
57U 2 dradr9eninaa Network Probe
AatsNlaLaU

e Search synsaAuvntanauad host uay protocol Maula 6renns search doay
waaITERzIaAuaY host uay protocol iuqaanuinwuaaluazaine

o Alarms Network Probe augnélviglaaansatiunisudoidaud vsugiusneg
aalue3aznawiu host, protocol, network card wasduqiign monitor s
network probe dvglaimninsaszunaanifsnoquasnisudaidauleiau auly
unsuadfiay, damnuiidasnisuaadiiiansgifiau uwaranunsass Email uds

aualA3alnavsa start program fAsasnisifiaiinianisaifidiinua



o Network summary Network probe uanstiayaddaysineimduiaiazna
vinnsuilng wiu throughput Wienuauasgia3azing, S1uruuasdayaiilu byte,
AUIuwav packet, Iuruuadg host, I1uruuag conversation, protocol wag
network card

e Top protocols, talkers, listeners, and conversations Network probe
fuTauanItaNauad protocol Mlderusnniiae, fifinnsfunsadeayaun
ga doslazninsaszydunurasduduiisaonisidiadu 5 sudu wia 10 Sudu
wardnsluuumsidasuastayanuaneladias wianosausauand throughput
sznau

e User-selected protocols, hosts, and conversations s&u15a5¢1y protocol,
host uay conversation Asgasmsiigilufiia ldidagodaindanssusiieaia
fomansznusaeiang wialumsfasadassiifianudday

o Detailed protocol statistics Network probe shunsaugavsaaziaaauayg
protocol sineqfinnsladeunialueiaing dosrazndaasneiulsenavson da,
ports, @usseng, Ir1uuual traffic 1‘7iw1|, throughput wagzdanuwiuuag host wag
conversion 112l protocol fuq

o See who is using your network ugaeaéiifiuainng host MFusezayanialu
ta3aine 1ae Network probe waavtayanvglsenauaa host name, IP
address, 37u3u packet uag byte Mi¥us9, 1urunas protocol Mile , I1uruuas
conversation aasusiay host Au host sneqiifinisfinsasiauazituiu bandwidth
Ausiaz hostlal

e See conversations on your network w&avafifinisuag host lasutayaann
1a5 wazavziayalilas Taa network probe wAudia source uay fa destination
59u19 IP address & i5u usiag conversation MitAinduluia3azing uariausng
Fuunas packet , byte aavsrayaiigs wiauvie bandwidth Mignlaluluusay

conversation

ANNGaYNIsAAVTUSUNSU

Network Probe Server:

e Windows Vista, Windows XP, Windows 2003, Windows 2000 (with admin
access)

e Linux, FreeBSD, MacOS X and Solaris (with root access)

e Sun Java Runtime Environment 1.3 or higher. GNU Java is not fully supported

yet



e A network card supporting promiscuous mode connected to a SPAN port
e Recommended hardware is at least a 2GHz CPU and 1 GB of RAM

Network Probe Client - tested web browsers:

e Windows: Internet Explorer 6 and newer
e Windows: Firefox 1.5 and 2.0

e Windows: Opera 8.54

e Linux: Firefox 1.5 and 2.0

2.3 Netflow Analyzer
NetFlow Analyzer «flu bandwidth monitoring Aanunsalvidayalude&nuag

traffic uaggluuuuay traffic AMalunavaiazng srusaugasnganssuuay Traffic a9

16wy real-time wagnansznuniisadsedansnnwinasiuuadtnIazing

o Upgrade License  Feedback  About Help | Logout
35, ManageEngine
MZ NetFlow Analyzer 4 oo
Device Group Listening for NetFlow Packets at Port 099¢
Dexice Liroun All Devices - Dashboard Yiew
= All Devices
Router Name Interface Name [Show All] [Hide Al |
& Admin Operations 5 [ cisco 7200 Interface Hame Status M Traffic (Last 1 Hour) OUT Traffic (Last 1 Hour} Quick View |
“) Group Managernent Roukeclp; 20319921165 [ Ethemet 071 @ 1% 12276 Kops [ % 788.85 Kbps )
# User Management Packets Received: 10461 [ Serial 01 ] 1 eow 7892 Kbps | IEE 747 Kbps E2
*» Application Mapping B [ Ciseo 2600 Interface Hame Ststus M Traffic (Last 4 Hour) OUT Traffic {Last 4 Hour) Quick View |
* Runtime Administration RouterIP: 203.196.112.93 [@ Ethemet 071 s 3% 1015 Kbps | 3 80133 Kbps B
¥ Hicens= Mansoement Packets Received: 21214 @ eral 01 @ s 50171 Kips fio% 2173 kbgs |
% [ ciscorstn % Interface Hame Status 1M Traffic (Last 1 Hour) OUT Traffic (Last 1 Hour) Quick View |
RouterIP: 203.191.11.117 & ndext e 0% 0.00 bps % 0.00 bps =
Packets Received: 1201 @ iindexa =] 0% 0.00 bps 0% 0.00 bps E2

Adventhet Inc.

5171 3 fratrariraa NetFlow Analyzer
AANLALaU
« Simplified Bandwidth Monitoring Taavialdluusineneg Alai'ledinng
{na53@ bandwidth Sefitanaly application M'Livinsaudimuadamiiania
application MifimusdeysiagseAaluzhonaiisusinuadnisvineru seounsly
Bandwidth uae NetFlow Analyzer sunsausnstiayaiuiasenasnisidoru

bandwidth Tuzhenaifenanuarfoaansaudasduduuaia3aii application



fINANITNUFIEAAIGINATY aatayadnaNvin g nsamuaun1sidu

bandwidth wavilseanslaenu policy Mmansanls

In-depth Traffic Analysis Liisilusasdinde hardward via tool laquiniiia
AsLAutayR avwslsuli router/switching 6nvq &vriaya netflow il
NetFlow Analyzer 1aei NetFlow Analyzer 12 NetFlow, sFlow, cflowd, J-Flow,
IPFIX, NetStream and Cisco NBAR Tunisuaavaiaya TOP application, top host,
top conversations 712 bandwidth fayawafiddauinlunisiasinlanisla
uluzhnaiseaiuaadnisvineu way historical trends Aralunisngumuns

5u1lg9anuisruadiniazing waza1sivdula policy s199

QoS validation using Cisco CBQoS alyiuiilain application 7Af
AanuaAgydugsnacieg lasumnusdygugaluiaiazng aaaunsadssansily
qos policy 6 saan15la NetFlow Analyzer anunsaiazizang policy Mlalu
interface f199 wazRIUNTD AIARaUAINNYNEavuad QOS policy arens

monitoring Tuguuav pre-policy wag post-policy Tuusay class ‘6

Alerting Based on Thresholds NetFlow Analyzer ghunsaudvifiauniags
email lfoauaiiian1sidou bandwidth tAuavind1vua'ly wastsanunsass
snmp traps ‘luléfls NMS/EMS application fiaiflunisusoifiauisrause doasvahe

Tigunsaunlataymlaadnoviuvini

Departmental Bandwidth Usage a&unsaiiagasonauuad IP address au
frunsanrireeu wia monitor n1slzeu bandwidth zasusiagngu IP address

16 dvrdayadvnanhalvisnuisadagssaaldangle

Custom Reports NetFlow Analyzer innsiivuagiluuuuagsaeiunisideu
Bandwidth atneaaafianlilviuas dezhalunisiiaseaisiadonu bandwidth ann
application, user uazluyuuasuas Conversation ratayaiaziduavinlvinu
eden1sldouifnuas user wiunnslaenu application Mlsiauane uananniiu
foauanalvrauasruusInsaitnuanaaNTGaas e uisaIn1sl6iad 1y
sfunsaldangiayanisldonu bandwidth Taasyy Host 3a network Asasnis
viawlusidanaanaliedy application Aaulaluthenaiiisadnis

Reduced Training and Operational Costs NetFlow Analyzer fisduuuuag
interface Manunsalauazinanuainlalaiavinlilbisniusacduldaslums

ausuvsanat lumsvinanuizla deglaaunsaiazaluaunsvinua19my



wihaaiedu uananifuuay NetFlow Analyzer 6531 MySQL ﬁalﬁtﬂugwuﬂaua
lunsiAudayasenlisauarfelidniuiassasfindosrutayalaginuas i
siagfatluizasnisinAulduasdiucen

o Effective Data Storage NetFlow Analyzer Faifutiayaiion lavinn1sasua
wauwardayaiiutayady Taavayaniiiiuiayassl Top 100 asdaifulinaan
Waldlumsvitnanuuuussazanifialalunnsdadulanounuimduiaiaine
fiutayariiludayaduazdaundoniay 1 iWauuazaunsaduriztayaldazdan
Tusgdu 1 Ui

¢ Completely Web Based NetFlow Analyzer &uisavinoulunuuuay web vin

Wildanansaindedayasiien lan1umnie web browser annnai

2.4 IP Traffic Monitor

IP Traffic Monitor ilu application Migansalunisiiaseviuasividayaiiedu
nAaNILazizunaaag internet traffic Tuwuu real-time, anudaaadauaznisasiagau
nsladnunsnenasdoiludasidrdgyluaawwiadauuuy internet uananaiiy IP
Traffic Monitor \flutasasiiarithalviudilgmsieglaat1esas uazahalvaiuise
aadauAanssus1qluta3ainavinlianunsaslainlasnugivinlviia traffic Tudsune

11N uanantufigNINsaiazfinausadsasuay traffic avedahaliaiunsansiany

'
[ ol }

spyware, adware, virus Lagaue i m:rmsmsﬂ‘muﬁ“l,aignﬁaa AAUNATRINRNTLNL

luBavnasanuilaande

B P Traffic Monitor -wxp(192.168.1.3)

: File Wiew Edit  Traffic  Help

| - — Mw’ : Traffic Summary:

E" s E ol @ DL: 220.96 KB UL:52.05 KB

g 3 ﬁu.JJ £
Remote IP: port 1 Rernaote host | 4 Ol I A UL 1 G DLall 1 Local source(PIDN: port First activity | Last: s
@ 192,166.1.1:... mygatewayl.ar? 0B 594 B 594 B svchost.exe(1132): 1045 2006-02-11 .., 2006
@19.81.3.243: 0 19.81,3.243 32E 0E 32B IGMP protocol 2006-02-11 .., 2006
@ 19z, 1658.1.1:... mygatewayl.ar? 0B 618 E 6186 svchostiexe(1132): 1029 2006-02-11 .., 2006
§64.233.161.... news, google.com 14,41 KB 1 45KE 15,86 KB IEXPLORE.EXE(3S40): 4514 2006-02-11 ... 2006
@1.1.1.1:0 1.1.1.1 32E 0E 32B IGMP protocol 2006-02-11 .., 2006
@ 192,168.1.2,., 192.168.1,255 0E 220 2298  Systemid): 138 2006-02-11 ... 2006
@64.233.161.... news. google. com 75.07 KB 12.00KE 87.08 KB IEXPLORE.EXE(3S40): 4513 2006-02-11 ... 2006
@ 192.168.1.1:... mygatewayl.ar? T1E 7i0B 781 B swchostexe(1132): 1066 2006-02-11 ... 2006
@ 192.165.1.1:... mwgatewayl.ar? 71B 1.03 KB 110KE  swchost.exe(1132): 1459 2006-02-11 ... 2006
_.e64.233. 161.... news.google.com 44.16 KB 11.44 KB 55.50 KB IEXPLORE.EXE(3S40): 4512 2006-02-11 ... 2006
&66.249.93.9... 66.249,93.99 545 B 1.19KB 1.72 KB IEXPLORE.EXE(3540): 4511 2006-02-11 ... 2006
Q64.233.161.... news,google.com 92,91 KB 13,35 KB 106,29 KB IEXPLORE.EXE(3SH0): 4510 2006-02-11 .., 2006
@ 192,165.1.1:.., mwgatewayl.ar? 495 B 1.16KE 1.64 KB  swchost.exe(1132): 1461 2006-02-11 .., 2006 v
b3 ! ?

Ready




57U 4 dratrvurinaa IP Traffic Monitor

AANLGLaU

Monitors IP traffic l&uu real-time

e @n3U traffic sinvquuy real-time

e &uNsausdaINatayaluLuuWIan W

e &unsasnyu TCP/IP packet uagiiuvinaylna

e &savinvnuIudu Proxy Server

o dinn51iuvin log uav traffic 61

e uAINRAINTINA TULATa2NaTusuuuna9IN W graphic

o uAIAaMUUNY host e IP address wazdia

o uwandlunsdaiiu log wiamnuazainlunisiwnziluauae

o snsavinousindu ADSL, ISDN, Dial-Up, Cable Modem, Ethernet cards uagduq

o &UN3AAIIUVINUS O TUNG 16
ANUGavN1sAs TSNS

. Windows® NT/2000/XP/2003
. 3 MB of freedisk space

2.5 PRTG Traffic Grapher
PRTG Traffic Grapher (fluaiaWsiuisi Monitor uazuanuasnisiaderu bandwidth

Taafiszuunisynnisiietvanansasfetayalua. aaean A uuLasa NI o uan g
wudTiun1s1deu bandwidthuavadnasainetwork 6199 uaguanannazausalalunisg
U3M15¥AN15 bandwidth uafeanunsaiaglalunis monitor Tuanlszaadse laiaunns

T291u memory uag CPU uavalnsalaneg
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@ PRIG Traffic Grapher - default.prig E]@E]

File Edt Yiew Tags Exbras Help

2rder Upgrade

@ 1] Table ours || Table: aps | Table: aus | Top Talkers| Top Connections | Top Protocals|
?‘ rﬁj NE'dit Start Pﬁe upntisredmﬂ e — : = 0[&1
= e 30,/9,/2008 11:00:00 - 30,/9,/2008 11:15:00 {Note: Doubleclick the list to access previous intervalsi) Al
Source IP |50ur|:ePort |Destinatioan |DestinationPort _:
Evenls redman 1 212.58,251.211 80 (HTTP) redman.scpark.nectec, or.th {10,226,44.23) 1506
2 212.58.251.211 &0 (HTTP) redman.scipark.nectec. or.th (10.226.44.23) | 1438
Rt 3 redman.scipark. nectec, or.th (10, 226.44.23) 1506 1212.58.251.211 80 (HTTP)
=fO)] 4 81.17.107.147 &0 (HTTF) .radman.scipark.nectec‘nr.th(10.226.44.23) .1521
Eﬁm 5 81.17.107.147 &0 (HTTP) .rsdman.scipark.nectec‘Dr.th(10.226.44.23) .1540
6 81.17.107.147 80 (HTTF) redman.scipark.nectec.or.th (10.226.44.23) | 1536
7 81.17.107.147 &0 (HTTF) .rsdman.scipark.nectec‘Dr.th(10.226.44.23) .1541
Repnits 8 81.17.107.147 0 (HTTP) redman.scipark.nectes or th (10.226.44.23) | 1539
m ] redman.scipark. nectec,or.th (10.226,44.23) | 1438 .212.58.251.211 .80 (HTTF)
Browser 10 212.58.253.67 &0 (HTTP) redman.scipark.nectec. or.th (10.226.44.23) 1489
11 212.58.251.211 .BD(HTTP) .radman.scipark.nectec‘nr.th(10.226.44.23) .1504
12 [10.226.44,134] 137 (METBIOS) .10.226.45.255 .13?(NETBIOS)
13 81.17.107.147 80 (HTTF) redman.scipark.nectec. or.th (10.226.44.23) | 1529
14 OOCMR (10,226,44,146) 137 (METBIOS) .10.226.45.255 .13?(NETBIOS)
15 QQC-PC{10,226,44,147) 137 (METEIOS) | 10.226.45.255 137 {METEIOS)
16 81.17.107.147 &0 (HTTP) .radman.scipark.nectec‘Dr.th (10,226.44.23) | 1537
17 DITSAPON-PC {10.226.44.151) .137 (METBIOS) | 10.226.45.255 137 {METEIOS) =
< Sl
= BE.20 %]
22 2334 %
(k] 1.42 %
[ 077 %,
Ees 077 %
=6 077 %,
B &7 077 %,
C#s 077 %
B 2 0.49 %,
w0 037 %
B Cther 422 %
< >
V6.2,1,956 Freeware Edition 16 refreshs 2% CPU Load
5U1 5 dratvninaa PRTG Traffic Grapher
AANLALaU
¢ 1ilu network monitoring tool MiZiada'lsfin1slderuu1nnia 100,000 srasaiu
e FadUAEMsLAuTaYRuaasluuuLau SNMP, packet sniffing, NetFlow protocol
LA ANTIAAN latency
o &unsauanuazlszinnuay traffic 6ae IP address, protocol way parameters
A9
e &unsavinvuniuduainsal network lanaraudaidu router, firewalls, switch
o difumauMIAnAIIdNL
o {lATVRNINEINTOTAITUNTT monitor Taanurunarawu Sensors
e FunsasvAIUuUANsTUNTNLIURNRABYAN TAININNTT monitor ‘L&
e FuNsadnuaNsuAILAaunIasy email ludviauaszuuifiaiiniafiawainnia
wunsvinounnitntAulduag sensor e
e i web server uaz web base interface MahaluldaunsaBangiayaanilaf
16
e  JatAurayalugrurayaduaiunsaiag export dayaaanuilusduuuuag csv uay

5295UN1530viN backup way audayaingle



11

. mmsnﬁmﬂﬁmmuiﬁumﬂgﬂLLmn/TvoLn.n.maamwnswﬂuasmswﬁam( HTML,
Excel, TIF, RTF, PDF)

2.6 SoftPerfect Traffic Meter
SoftPerfect traffic Meter \flu network monitoring tool Asnansavinaulslu

'
=3

wu real time dedunsauandnatayalaionuunuariiay SoftPerfect &1unsa

'
o

g9 anulanariidusdanuazmsvuastfinaiayandiuariusaiy, flav wia
\au uananudeaiunse export Hayalusiuuunag program 6199 waiu Microsoft
Excel 1211l ldounisdssananafinduluauna SoftPerfect Traffic Meter &1unsa
asdaduilgvisnegiiAadunialy LAN Tusunsu SoftPerfect Traffic Meter &nsa
asIa¥m5unen data transmission rates aaluiasazing warslsdn host tatfluase
traffic innidgn AurLsinaag traffic MgnlaTaausag application Tusuasuanunsa
vi19usINAY proxy server 99l 12y WinGate, WinRoute uavduq dausiusivineiu
adsv1aansLanag network card uav computer 1aeas9

* softPerfect Traffic Meter - 0] x|

]Fi_le Edit Reports Filkers Help

FYERAD G EEN

Filker name |Received | Sent [Total |Perind | =]
| |ADSL 124 KB 39.0KE 163 KB Today
| |FTF Traffic 432 KB IEIKE 855K Today
| |HTTP Traffic 2,71 MB .33 1B BE.7OME Today
| |LAN 124 KB 3.0KE 163 KB Today
POP3 Traffic KR Today

SMTP Traffic 400MEB | Today
:The Internet 174 MB|  Today
WLAM H1 Obytez  Today

| |WLAM #2 870 ME 2.91 MB 176ME Today

|
Captured [232 Fitered 232 Flaw Captured;Fiter=d G T U Usao= - v
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2.7 Ultra Network Analyzer

fins¥aAu log wav TCP/IP atnvazidua
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&u1sa Export report aanunlduarasduuy 1y Excel, MS word uag HTML

&1u130 Monitors traffic uag host 3a port Miaulalsatrofiantusiannis

fu13avinousIuAu Dial up, Ethernet adapters, token ring uagaus
vinoruuu windows 1aifluatinead (windows 98, ME, NT, 2000, XP, 2003)

ueFasiiadiarunsarvinnuludnsazaas network sniffer, packet sniffer,

sockets sniffer uag protocol sniffer GeilsznausiaWerddusiegizhalumsualaiiam

2av network Tdsuwnsu Ultra Network Analyzer éndunn packet wuu real-time anann

network card (53ué9 modem,ISDN,ADSL) uazfvaunsaanau packet uananzufiauayg

application 16i (SOCKET,TDI wazduq) ladaunsiiasiihann traffic uasnn application

Aaula Tusuasnisduuunisidonuiie uag f9f plugin sheqdvisuwsay protocol waiu
ETHERNET, IP, TCP, UDP ,PPOE, HTTP, FTP, WINS, PPP, SMTP, POP3 uavduq

: Ultra Network Sniffer

About

File Capturs  Monitar  Tools

=l8ix]

|ba|m

o

‘¥ Protocol Packet Analyst

= 03[30] = L5

=l

.|,

=t @ Intemet Explorer

In |Saurce Address Destination Address |Lengch |Sunmary “1| = B ETHERNET: 00:03:42:95:80
LR 1 218. 1,64, 74: 5021 61.171.64.35: 3799 74 TCP: src = 5021, dst
(= s z 61.171.64.35:3799 218.1.64.74: 8021 62 TCP: sre = 3799, dst [ ETHERNET: Source Addr
{0 = ESTABLISHED: Local, 6173 00:10:D7:0B: 64: FE 00:03:42: 95: B0: 45 an Link Control Protoco (W THERNET: Protoco
| ..Em ESTABLISHED: Local 81.1 4 00:03:42:95:80: 45 00:10:D7:0B: 64: FE &0 \Link Control Protoco || 5 S pppor Session Stage: Len
: h ver i 218,164, 74: 5021 61.171.64.35: 3798 74 TCP: src = 8021, dst e
& §1.171.64.35: 3799 215.1.64. 74: 8021 62 TCP: sre = 3799, dst : Type - Ox0l
7 218.1.64.74: 8021 61.171.64.35: 3799 117 TCP: src = 8021, dst . Code - Dx00
8 £1.171.64.35:3799 218.1.64. 74: 8021 62 TCP: src = 3799, dst i
9 218.1,64, 74: 8021 61.171.64.35: 3799 74 TCP: src = 5021, dst iy
10 61.171.64.35:3799 215.1.64. 74: 8021 62 TCP: src = 3799, dst Fii
11 192.166.0.1:138 192.168.0.255:136 216  |UDP: src = 138, dat SR Nestazal -
12 192.168.0.1:137 192.168.0.255: 137 92 UpP: sre 7, dst :JT?“ e . ol
13 & & 3795 ',- CP: a5 'i IF: Header Length = Z
14 192.168.0.1:137 192.186.0.255: 137 2z LR st dst -l TP: Version = 0x04
15 51.171.64.35: 3799 218.1.64.74:8021 62 TCP: src dst a+illl TP: Type of Service =
16 218.1.64.74: B0Z1 61.171.64.35:3799 74 TCP: sto dat W 1F: Length - 52 (0x003
17 61.171.64.35:3799 215.1.64,74: 8021 62 TCP: src dat M TP Identification =
1 |218.1.64.74:8021 51.171.64.35: 3799 74 TCP: src 5 st iR IP: Flags = 2(0x02)
g e G e 2T ell | e - i
1. IP: Time to Live = l2
: 00 10 D7 OB 64 FE 00 03 . .%.dp ‘@ 18: Provecol - ToP
i : 06 45 00 36 00 21 45 00 EL6 LD e bheckoun - oxcass
: CA 98 DA 01 40 4 3D AB 40 23 IF 55 OE D7 D2 SB EIU.@J AR TP Source asdress -
: 52 B3 9F 25 9D U6 S50 18 EB 9E 52 F2 00 00 0B 90 RSIZIE| | 4870 pesrtnacion sscre
: DA 28 DB 21 02 11 &B 4E CD B3 U0t | S 1ees ore - sozL, dst - 3
----@TEP: Source Port = 80
ﬁ TCP: Destination Port
B Ter: sequence Mumber
i~

\Packet

Protacol Statistics jMac Traffic Statistics AMac Statistics

IF Traffic Statistics AIP Statistics

N |
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Td91u'lénn version aav windows (Windows XP/2000/NT/ME/98/95)

Monitor Aanssuavqlutadazinauuy real-time
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fnsuanonatayagfauaznansnenldsuldmunsildaunlasauuag

dayanl. AUELIRN

susa Export dayalustduuuuad HTML Aigaouuasianlalede

sunsadndurayaual traffic sreqiialalunisiwsnziils

gnsasnau traffic uanuazau application ‘le

fimsasiiarianunsaldase traffic tiansratads9qizdu narlunnsaausuay,

U hops uauialilunisuAilaymsen

3 aguuansilsauiiau
nnANNAaYAUAY software fvAuaRIFIIaT 2 aunsatanasUily

asvAayalldauiaudy software NTOP M'lawannduladon1s1en 1 deanndayaluy

]
v o

anuaasliiuladnedunuy ntopThai-1.2 finauanidniAau'laiu Commercial
Software LLasLﬁun'jﬂm”muwaam'sswumuﬁaﬁmwmmtasmmLﬁﬂoa'\nn'\'sgnajiau"tu
\AFaTine waznistiurintayaasgrudayatianinugrainlunisaudutiayatauvdoluis
199 uanannil wuinCommercial Software &1usuasiaiauaritasszayaluiaiazng
TufiAdu&nanuneunn windanldnulussdumihanuifiaaufiinasluaiazne

1nnI 10 drdulyl azfid1laane site license 4usin US$300 w3aunnnid 10,000 1w

a15191 1 gglilsauiiaunaniduazainusaiuisaaas ntopThail.2 winudu

Commercial Software

Ultra
Ntop IP PRTG |SoftPerfect| Networ
Features |(ntopTha Cg;as:;t kNng;gL A\Ineéflc;vgr Traffic| Traffic Traffic k
i-1.2) P y monitor| Grapher Meter  Analyze
r
Thai GUI 1l - - - - - - -
Attack n ) ) ] ) ) ) )
detection
History log 1 1 1 1 1l - il -
MySQL, _ _ _ _ = _ _
DB support rrdtool h
Application
& host 1 1 1 1 1 1l iy iy
report
Matrix view 1 1l - - - - - -




14

Ultra
Ntop IP PRTG |SoftPerfect| Networ
Features |(ntopTha CC(:)Iasgt L\lgrvggre AI\\lne;}:I(;vevr Traffic| Traffic Traffic k
i-1.2) ap y monitor| Grapher Meter  Analyze
r
Alarm U U i i - Y -
Passive/act passive PESSIVE, passive | passive | passive| passive passive PASSIVE,
ve active active
Traffic stat U U i i U i i i
Protocol stat U U i i - Y i i
Error packet q q i i i i i i
stat
Search U - i - - - - -
Print data - U - i - Y - -
Summary U U i i U i i i
Network
segment Y Y Y - v v - -
view
Web-based | 4, i 15 1 i 1 i 14
view
Pmkd _ fl _ _ _ _ ﬁ ﬁ
analyzer
summary ; ; : : : : i i
snapshots
Physical
host location i - - - - - -
(map)
FreeBD , Window
Linux s 2000 .
o " | Windows
Solaris, - i 20085000 X, Window! . Window
Irix, AlX, . XP, Windows | Windows
Mac OS Windows Linux 2003, SNT, 2000. XP | 98 ME s 95, 98,
OS Platform 2000, XP, ' Vista, 2000, AR ! ' IME, NT,
X, FreeBS 2003, XP, NT,
) 2003, Redhat XP, . 2000,
Windows : D, . Vista | 2000, 2003
Vista Linux 8.0, 2003 XP
95 and up MacOS 9.0
including X, )
Vista Solaris
Memory: 64 MB
afew MB PA12G = 2GHz 2.6 GHz RAM
to 100MB CPU 20 MB
1 CPU CPU 3MB | .
Hardware |CPU load: 512 MB disk disk space N/A N/A
requirement | lessthan 512 MB 1GB RAM ace 25 -300kB
10%0f | “eav | map | 20GB PAE | Gisk space
overal disk space per sensor
CPU load per day
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Ntop Colasoft | Networ | Netflow IP PRTG | SoftPerfect Nﬂf/(/gr
Features |(ntopTha Capsa  k Probe Analyzer Traffic Traffic Traffic k
monitor| Grapher Meter  Analyze
r
$20.00 . i
Licensefee | (open - Pr(;s}g on $600 Prc;?‘on (single) Cogllr(r)lrer i %%(()?1%%?;) azr?g?g)
source) | al edition al edition $500 freeware ) . $299'92
—— (site) $700 (site) | (site)
period 15 u - - - 30 u - -




