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51l 1. ulauiisusiududansdusnanitvan [1]

Aauavvihnsilauianuiy asRasandayaiugiudedl aanduisdrulnadldlunis
usuAsuiiiluganduisnidasuaznagauinaldiayaannszuuazluiadaziranliadlunnsg

Na&aU LATag server ﬁiﬁﬁmﬁoﬁnsvuuﬂaummmnu Linux Fedora Core 7 w3a 8
aanvivsahuluaidasfinstinde package uanwmilaanifiaguardod

Package Wusulunisiiade

1. Nagios (Version 3.0): Tun1s@iadaiialbisdudasfinsfingy package iiiniix
uananfilu optional ttu net-snmp Naglidd1sy NMsasIadauildd snmp

2. Zenoss (Version 2.2): net-snmp, mysql-server, mysql-devel, gmp, python-devel

3. OpenNMS (Version 1.3.8): net-snmp, postgresql, Java (>1.4.2) Tomcat (Java servlet
engine), rrdtool, curl

4. Cacti (Version 0.8.7b): net-snmp, mysql-sever, mysql-devel, openssl-devel, php, php-
mysql, php-pdo, php-snmp, rrdtool

RINaLhe! Na']uﬂ')‘iﬁﬂ‘]:l"]‘ﬂEIEQ"’LBEIG]H']SG]QG\\‘]Q']ﬂ webS|te aavdaninIsTusan1sa19as

Luaa:nnLuamaﬂuanwaummaaﬁ ﬂmuauuu uanmnum‘m g1NdN u‘tumsmmiﬂmnsu
Lﬂuﬁamﬂ%ummnunu“l,m‘imﬂmn Luaomnm’mmnamumuaﬂunumnmwaoumasuﬂﬂa

1. msuamwamsms‘aaaauamun'lwsiwqmaeLn‘%mi'm

AsATIAFaUIDUNINLATA2E (Monitoring) TAaTINALGAIRNITURAINAUDIROULUDIEIT
Giagn1snsaday dvaraaviilu network device 1t router wsa switch wsaunv interface 7



ddeyuavalnsalinani uana‘mﬁﬁaLﬂun'\smsaaaanamumwmao host L2fu
web/mail/database/ftp servers wsaaziilun1s monitor service mrunaﬂuumsaamaq
'llmummamamuuauuauamwaouuﬂﬂ\mm\‘nuamﬂuﬂnmma"l,u v2iu Up/Down weiéindl
mmmimm"l,uﬂnmavun']suamnmns‘uaam‘mwmjnm \iu Warning v3a Critical 1fusiu
wsaum:nﬂa%aﬂmaommwmﬂnmmum vuATIARa uananilasdisznauiadudnaiu
Muoﬂamsuwmau (alerting) wiaszuuiinaase notification "Lﬂﬂawmmuaaﬂnsmma
service uq tuitlazuandandenisaraiaganuninia3aznauas Nagios dau defifeatures
AUFIUVDINTAURTLUL

Nagios

Nagios tilu tool 7i§i features wasns monitoring waznns alerting FIR1UTONTIAG
gaun1nwny host way service avuangluszli 2 uas 3

Current Network Host Status Totals Service Status Totals —
Status
Last Updsted; Wed Sep 10
220557 ICT 2008 13 - L L 1= L L 2 s
Updsted every 90 seconds
MNagios® 3.0 -
A NERios . Ord 2 15 ] 15
Logged in as pagiossdmin
Wies Service Status Detail
For &1l Host Groups
Wiesy Status Owervieww Faor
Al Host Groups
Wiesy Status Sumimary Far Al
Host Sroups
Wiewe Status Grid For Al Host
Groups

Host Status Details For All

Host Groups

Armphun @g P 09-10-2003 22:03%23  18d10k 40m 105 PING OH - Packet loss = 0%, RTA =053 ms
_ 09-10-2003 22:04:33  23d 8h11m Sd= (Host Check Timed Out)
Azterizk ﬁg P 09-10-2003 22:04:03  2d14h Om14s PING OH - Packet loss = 0%, RTA =072 ms
Console ﬁg P 09-10-2008 22:04:33  Fd10h 55m 42z PING O - Packet loss = 0%, RTA =230 ms
Databaze g?g P 09-10-2008 22:04:43  Fd10h 55m 32z PING OH - Packet loss = 0%, RTA =227 ms
FTP Server g?g P 09-10-2008 22:05:03  Fd10h 55m 32z PING OH - Packet loss = 0%, RTA = 226 ms
Wail Server g?g P 09-10-2008 22:0513  18d10k42m 105 PING O - Packet loss = 0%, RTA =1 73 ms -
HIL g?g P 09-10-2008 22:05:43 25 Bh12m 45 PING OH - Packet loss = 0%, RTA =044 ms
Magios ﬁ P 09-10-2008 22:06:03  EBBd 7h 28m 472 PING O - Packet lozs = 0%, RTA =012 ms
Mectec ﬁ P 09-10-2008 22:06:23  18d 10k 39m 503 PING O - Packet loss = 0%, RTA = 068 ms
Prosey ﬁ P 09-10-2008 22:06:43  ¥d 10h 55m 2= PIMG OH - Packet lozs = 0%, RTA = 3.30 ms
Cuaatheda 0L m [n] g 40 anns 9720272 el A2 S 12 DIR: il Dackat lnes = M PTA — 4 15 ma ;I

51l 2. Nagios: Host monitoring



Alert Summary Report

Last Updated: Wed Sep 10 22:14:47 ICT
2008

MagiosE 3.0 - vy Nadios.org
Logoed in as kagiosadrin

Displaying

09-10-2008 Setvice )
09:24:39 Mot Dagdios
09-10-2008 Service )
09:23:39 Mot Ladios
09-10-2008 Service .
08:22:38 Al Dagios
08-10-2008 )
081630 Host Alert Switchs
08-10-2008 Service  YWeb
08:16:19 Alert Server
08-10-2008 Service  Web
08:15:149 Alert Server
09-10-2008 .
081519 Host Alert Switch
03-09-2008 Wk
16:11:26 HostAlen 2o ver
03-09-2008

16:11:16

Host Alert Asterisk

Most Recent Alerts

09032008 22:14:47 to 09-10-2008

221447

Duration: 7o Ok Om Oz

Report Options Summary:

Alert Types:
State Types:
Host States:

Service
States:

Host & Sendce Alerts
Soft & Hard States
U, Down, Unreachable

O, Warning, Unkhown,
Cevitical

Generate New Report

most recent 23 of 127 total matching alerts

Current
Load

Current
Load

Current
Load

NI
FING
FING
NI
NI

RIEY

WARNING

WARMNING

LIP
)4

SOFT

SOFT

SOFT

SOFT

SOFT

SOFT

SCFT

SOFT

HARD

Ok - load average: 4.52, 2.81,1.14

WARRIMG - oad average: 6.50,
266, 0.98

YARMIMG - [oad average: 5.47,
147, 041

FIMNG Ok - Packet loss = 0%, RTA=
1.34 ms

FIMNG Ok - Packet loss = 0%, RTA=
851 ms

CRITICAL - Metwork Unreachable
(10101013

CRITICAL - Metwork Unreachable
(203.185.129.141)

CRITICAL - Metwork Linreachahle
(10.10.10.13)

CRITICAL - Metwork Lnreachahle
(10101010

51 3. Nagios: Alert Summary

-

aziuldinlunisuane status ilunsuansdiayailsenananuudiag vinlisinasiianasau
agfigsauziiuidulswsanvivdi status information gGeifludiayaciuidnlunisasiaina

Cacti

WiauBauiaudy Nagios Taaillud? a1ana3lédn Cacti 1sila monitoring tool 100%

u,siLﬂum‘%aoﬁaﬁ‘lﬁﬁaﬁagamnmsm SNMP polling waiiinsuaanenaniuwuy RRD
graphing atnvazain (glaavmsuaavnsivuazmssaunaluimidasa’lal) 5
usifia1ana12'1édn Cacti 16fin1svin monitoring Taanisguaainaniunu GelaadugIuns?
Aansuaavisunainas Traffic Mty Interface 619 dayavsunanistd CPU wia
memory tiudungiulunaidquassuuazduinadiunisld MRTG

Cacti shunsagaatusuuunsINla Aa device status (Up wisa Down) Taatdinludluniin
Console->Devices suugnalusdin 4



Type: | Any j Status: I "l Rows: |3|] R "I Search: I go | clear 1

<< Previous Shaowing s 1to4of 4[1] Mext ;

e . Data . Event Current Average T
e
Description ID Graphs Sources Status Count Hostname (ms) (ms) Availability .

Amphun 10,10.10.18 3.06
Localhost 127.0.0.1 0,58
switch11 10,10,10.11 2,17
switch12 10,10.10.12 2,23
<< Previous Showing Rows 1o 4 of 4 [1]

51l 4. Cacti: device monitoring

897 Cacti 11a@ansvin service monitoring 4alai'léifi Template MSusasinanse (1flu
device monitoring) & un1s monitor Interface Tunsdli system admin favn1szg
saazidanauay Interface snvquad router wia switch duaghigusavin'lataanse wadn
winagq performance lusiduav graph Asasluszuiilunsag Interface 14

Graph Templates

Graph Template Name

Create: Cizco - CPU Usage

Create: I {Select a graph tvpe to create) j

Data Query [SMMP - Interface Stati

<< Previous Showing to 100 of 123 [1,2,32,4,5,6,7] Mext :
) o Mame : .

Index Status Description (IF-MIB) Alias (IF-MIB) Speed Hardware Address IP Address .

a1 Up Ylan3 Y|9 propVirtual(53) 1000000000 00:00:15:C7:26:85:80 W
ek k

82  Up  Vlanis wi1s up [Is’g‘s"?ﬁ',"kﬂ o oropVirtual(53) 1000000000 00:00:15:C7:26:68:50 10,226,226.6 O
FEEE prnphun I

g3 Up Wlan389 Y389 [SciPark] to MIL propVirtual(53) 1000000000 00:00:15:C726:B8:80 203,185,127.254 F
[BTT] ###
WLAN for
conference at

24 Up Wlan390 Y390 SciencePark propVirtual(53) 1000000000 00:00:15:C7:26:85:80 l7
[Phathurma
FL.2]

a5 Up Wlan3gd WI394 MWICT FL2 propWirtual(53) 1000000000 O0:00:15:C7 26 B8:80 I-

1) Up Wlan395 Y395 AIT propVirtual(53) 1000000000 00:00:15:C7126:B8:80 I-
WEI-IPuE )

87 Up  Vlan3%E Wlage [BTT-Seiencepark] POPVIMUSI(S3) 1000000000 00:00:15:C7:26:88:80 r

g8 Up  Vlan397 vlag7 [SéIaTl_l'fpsﬁka propVirtual(33) 1000000000 00:00:15:C7:26:68:80 r

51 5. Cacti: List of interfaces



517l 5 uaaITEAzEaauaY Interface dodiav click 141117 device Aiau uadan Create

)

Graphs for this Host #easzfinnselvitian Interface Midiagsn1sazuanonalugilnsu

= B

n&9nilef Cacti vin'li'léiatine Nagios Aatdas Alarming dadansseuindfiuanisal
alndazdasudafiauluidguadla uazaredanisla (Tae email wsa SMS ilusiu)

Zenoss
Event console 2a¢ Zenoss Huunasiiasaguanisalsnsgiiiadu touandeseduninu

JuLsIAaIMaNsaiiuans1a Ul drauaud fiszuudansadanin menu FuLY LALEINT
vinn1s sort w3adaaey'lalae click i device, component auugaalusili 6

Event Console Zenoss serder time: 214800
Last updated 2Z002-09-11 £:47:39, Wiew Event History...
Info | Acknowledged - | RS 6D
Select: All None Acknowledged Unacknowledged 9-17 of 109
device componel  eventCla | summary firstTime | lastTime | count
[~ localhost.lor zencormmar /Status/He localhost.localdomain zencommand 2008/09/11 2008/09/11 2 = ;I
heartbeat failure 08:46:18.0C 05:47:18.0C
[ manager.co pagechecks /et CRITICAL - Socket timeout after 10 2008/09/08 2008/09/09 3 = J
seconds 15:18:33.0C 00:07:10.0C =
[~ |manager.co pagechecks| /Met HTTP WwaRMNIMNG: HTTP/1.1 404 Mot 2008/09/11 | 2008/09/11 | 12 =
Found 05:32:17.0C 05:43:17.0C =)
[~ |AMPHUN.ne| unrouted | /PerffInter| threshaold of Utilization 75 perc 2008/09/11 | 2008/09/11 | 1 =
WLAN 2 exceeded: current walue 995365 0&:42:20,0C 05:42:20.0C =
[~ | AMPHUM.ne| unrouted | /Perf/Inter| threshold of Utilization 75 perc 20058/09/11 | 2008/09/11 | 1 =
MLAMN < exceeded: current walue 64.03 05:42:20,0C 05:42:20.0C 1=
[ |AMPHUN.ne| unrouted | /PedffInter| threshaold of Utilization 75 perc 2008/09/11 | 2008/09/11 | 1 =
WMLAM 483 exceeded: current value 128705.55 08:42:20,0C 05:42:20.0C 1=
[~ |AMPHUN.ne| unrouted | /PerffInter| threshold of Utilization 75 perc 2008/09/11 | 2008/09/11 | 1 =
WLAM 399 exceeded: current walue 557.06 05:42:20,0C 05:42:20.0C 1=
[~ |AMPHUMN.ne| unrouted | /PerffInter| threshold of Utilization 75 perc 2008/09/11 | 2008709711 | 1 =
WMLAM 398 exceeded: current walue 595868,39 0&:42:20,0C 05:42:20.0C =
[~ |AMPHUN.ne| unrouted | /PerffInter| threshaold of Utilization 75 perc 2008/09/11 | 2008/09/11 | 1 =
WLAN 397 exceeded: current walue 5,08 0&:42:20,0C 05:42:20.0C = j

51 6. Zenoss: Event console

AT luslaziuleinZenoss fin1sam Classes ian1sulivuaniuIangldaunaueiee
uasfildntanagly (Sub-class) wztu Events, Devices, Services, Processes uas Products
fatfunsdnedededeiisasvinnisasiataaiunsa click aluanu hierarchy za9 class ‘16
wasiuldinfianuasdamnadiaiaudugandursdidy Wasannfinaasidaalintdanis
A define atjuan 12ty Class: /Devices/Network/Router/Cisco tilusiu

Wa'lugiiseazduauasusay device wau d1uilu switch w%a router 61 click 1w
hierarchy udazauisaiusaazidaaiugiunazdaiusaay interface  SNMP polling 1Au
'ldaunugaslugln 7



fDevices fMetwork fSwitch f295012 Zenoss server time: 23:04:36

Status Hardware Software Events Perf
T
Select: All Mone
_IF‘ Address Metwork Mac Descr o & Lock

[T FastEthernetisl 00:0C:30:EA:03:41 "to swl0,10.10.,15" @ @

[T EastEthernstofio 00:0C:30:EA:03:44 "to swl0,10,10.16" @ @

™ FastEthernetd/11 00:0C:30:EA:03:4B tS':'l;“‘”t':h 10101013 @ @

[T FastEthernetd/17 00:0C:30:EA:03:4C Pk FRATISS W0 @ @

[T FastEthernet0/2 00:0C:30EA:03:42 NGI-ISS AccessPoint O 0

[T FastEtherneti/3 00:0C:30:EA:0%:45 TAFF access control @ @

[ FastEthernet/d 00:0C:30:EA:03:44 Efééifpsoint_spare @ @

[C FastEthernstn/s 00:0C:30:EA:03:45 @ @

[T FastEthernetn/s 00:0C:30:EA:03:46 @ @

[T FastEthernsto/7 00:0C:30:EA:03:47 WIFI ADSL @ @

[T FastEthernsto/s 00:0C:30:EA:03:48 @ @

[T FastEthernsto/s 00:0C:30:EA: 0349 @ @

[T GigabitEthernetn/1 00:0C:30:EA:03:4D @ @

[T GigahitEthernetd/z 00:0C:30:EA:03:4E @ @

[T mullo @ @

[T wlani 00:0C:30:EA: 0340 @ @

[T wlan3 00:0C:30:EA:03:40 @ @

[T ulanzag 10.10.10.12/24 10.10.10.0 00:0C:30:EA:03:40 @ @
1of18 [ < |FastEthernet0/1 =| > | showal Page Size |40 ok

- Win Services Monitored -

51 7. Zenoss: Interface monitoring

OpenNMS

OpenNMS fisnaagiaaauay monitoring nnfigaianauisusuTaiwutasaanduisi
A& @AW duaniasassunisanagauga UM waEuiuLAIatnarualual NS
aanuuu'lduiufiaugeda 1) service availability 2) Data collection uag 3) Event and
Notification management

OpenNMS sunsaliguataiatnaluseduitwuniuivua [6]. uanainiilu menu bar o
N5 view lanarnuaiagiluuy tidu Outages, Path Outages (M3 define wuutiugunig),
Events, Alarms, Notification, Assets Inventory (&nansalfiantaviudayanisdannsanis
fheailnsal) uananniideluszuudofinngszy event wia notification nnatinoflu&end ID
nwue uazasaduaule uananiifiofl option Witdaniay Acknowledge auusiay event
sﬂm 8 uanvAlatnvuay Event console uas OpenNMS



Home f Events f List
View all events Adwanced Search Sewverity Legend Acknowledge entire search

EUEntTEHt:I Time:lnﬂ-n't,| ;I Search I

Results: (1-10 of 1932473)

1 2 3 4 5 HMeut Last
Search constraints:  Ewvent(s] outstanding [-] Bt La=

Legend - ‘
T
232424 Minor 9/10/028 20:04:51 210,22,200,210 [+] [-] 210,32,200,210 | HTTP

[+10-1 | [=1 =] [+11[-]
ueiapennms.orginodesinodelostService [+] [-] Edit notifications far event
HTTP outage identified on interface 210,32,200,210 with reason code: Unknown,

[ | 232423 Minor 2/10/08 20:04151 | 210,32,200,210 [+] [-] 210,32,200,210 | SMTP
[+11-1 [ [=]1#] [(+11[-]

ueiapennms.orginodesinodelostService [+] [-] Edit notifications far event

SMTP outage identified on interface 210,32,200.210 with reazon code: did not connect to hast
with timeout: 3000ms= retry: 1 of 1,

[ | 232422 [ Normmal | 9/10/08 20:04:50 | 119.146.67.126 [+] [-]
[+11-1 | [=][=]

ueiopennms.orgfinternalfcapsdfrescanCompleted [+] [-] Edit notifications for event

A services scan has been completed on this node,

[ |z3z42t Waming | 9/10/08 20:04:50 | 119,146.67.126 [+] [-] 119.148,67.126 | StrafePing
[+11-1 | [=] =] [+110-] [+11-]

ueiopennms.org/nodes/nodeGainedService [+] [-] Edit notifications for event

The StrafePing service has been discovered oninterface 119, 146.67.126,

aming 104 0 BT, +][- 0 BT
232420 Wamil /1008 20:04:50 119.146.67.126 [+] [-] 11914667126 | ICMP
[+1[-1 | [=][+] [(+11-]
ueiapennms.orginodesinodeSainedService [+] [-] Edit notifications far event

The TOMA cnvnica hom heer dicmnicvnd an inbndface 1413 448 27 498

51l 8. OpenNMS: Event console

as&uduaas OpenNMS fianuavadnunndiaifiaudy Zenoss uay Nagios (‘lifiszuy search
fusu event) dratinviziu OpenNMS i option 144 search event Tusiuuunas text wsa
drop-down menu &wiutdaniaan (Any, Last hour, Last 4 hours,..., Last month) Zetiudn
fidsgamiunn U Zenoss fuudiinagiiseuu search event Tusduuuua text (a3dn 6) L6l
drdasnisazaun event luadinlaanisidiunaiasidaslidaa’lana uazanlaznasiau
amsvduaciiagiaiiag Taadsdudin1sdunilu OpenNMS sfuvin'lddaninaanduissidu
N




Home f Search f Node
Mode: 10.0.0.2

View Events  View Alarmz  AzzetInfo HTTP Reszource Graphz Rezcan  Admin

General (Status: Active) Notification
View Mode Link Detailed Infa You: Outstanding: (Check)

You: Acknowledged: (Check)

Availability
T Recent Events
:uala ility (last 24 477760
ours) [T zi7a3s | 9/10/08 08:22:16 Mormal | Mode 10.0.0,2 iz up,
Duarl 4nTTed A services scan has been completed on
[T 217763 | 3/3/08 16:05:17 Normal | P
HTTR 47, 776% thiz node,
10.0.0.2 ‘03 2 i
ICMP 47.77E% [ 215712 | 9fofe 16:0%:35 Major | Mode 10.0.0.2 is down.
- Mot A servi has b leted
Strafep . setvices scan has been completed on
rafePing (0 e [T iz9722 | 9/5/0% 12:53:44 Normal | e,
A zervices scan has been completed an
9/6/08 12:56:51 M |
_ I sroues s o | e
10.0.0.2
Acknowledge | Resetl More,.,

Surveillance Category Memberships (Edit)

Recent Outages

This node is not a member of any categaries
Interface Service | Lost Reqained Outage ID
10.0.0.2 HTTF 949408 16:03: 33 910008 08:22:16 107845
10.0.0.2 ICHP 949408 16:03: 33 910008 08:22:16 1078485

51 9. OpenNMS: Notification

51U 9 uamun1sULEUa notification sl event, availability, outage navusias node tu
OpenNMS maomn‘luun‘mnumauaa‘m SNMP Tugnudiayas19aeniun “prlmary SNMP” i
wnnsiRan Interface ifidn IP address 7Asn&n doifu performance data S9gniAuaniy
ma:gayu FotfudinundasnisiAudiayaannnn Interface uag node (router "Ia SW|tch) fAav
lulRauduae snmpStorageFlag WWS datacollection-confix.xm/ ann “primary” (il
“all” uenad@a'lWa RRD AldiAuazfiauialuajunn

2.msdauunalnsailuwn’azing (Device or Service Discovery)

Nagios wag Cacti ‘igunsavinnsdumalnsaliindule uiaessuuiasagavansalii
N 1alaszy i Tusaudunaiivintdu dru Zenoss way OpenNMS fauaunsalunsAaumiiing
1NN

Zenoss

Zenoss &unsadumnn device sl IP address Tuipaainy TaaLRNIzatN BV INNTARY
fiayariun1e SNMP 16 Zenoss Aazifin device dulile

Zenoss 14 daemon M%ad1 ZenDisc vinnséunn device i SNMP agent run agj

1aaa1n Zenoss menu ildan# Networks -> Subnetworks uaataan Discover Devices
a1 Subnetworks menu (uin'lifi subnetwork MgiavarsAsusalaiinlylé) Zenoss Aag



search witiayaann routing tables uasnn router Asunsam lduazvinns ping uay snmp
device MiAzdiad falaa device nd9annvinnis scan udl Zenoss azvinasiiu device 7
auntaa’lylu Class /Discovered efiom?.immsmaan Move to Class w3a Change Class a1n
menu ‘16 muuwmLLaLmamummsamu device memuuanmuamnmsmu device wuu
manual at19lsAnu device AvRuduvRnadia click mu”l,ﬂqmsma.,l,aum frulugiazla
faunsagiayatvuisiule avannde'liinig set SNMP community 9i9@ default da public
usiggualai'lédidla snmp agent éiadn community= public agudiwnglaifianuandulyig
AliAmdasanansagiaya’ld defumndasnisgaaniaaiindndaslidiuusedruas
community wazaldaua1lu Zenoss Winsefu ,

uananildnnasnisli Zenoss Aunnainsailu subnet 7 define aguariaadnluldt glddas
1dvinnsdFuueein menu /Network waitdanlii Subnet 1Tu udiasraqnalu zProperties
11 zAutoDiscover gallaniviilu 7rue

OpenNMS

asAumalnsailu OpenNMS fianuszsidaailuadiouin Taalumsdumiiuainisoutiolé
dusasdusau ludusauusniflunisamagauinaansafinsaainsaifuaguiali Taafinng
finrue parameter &113un1s ping Lau packets-per-second, timeout, 2vuav IP address
Adasmsvivizazhelidiasnts lugu sfiaa ag WA discovery-configuration.xm/
wam“l,wma'mmmumﬂa IP address isunsa monitor 16 ndeanntudusalidanis
AUM service idluatdu IP address iuq dunaufiaasiiaziflunsrinunisidudaunin
Jdunautsnuin

dudalindvananuirfiadnsaliiusidanisdum service (12tu httpd, DNS, DHCP) fiis1agyin
A3 monitorimeans 4 process N%ai caspsd  define parameter 61991 3uWS capsa-
confi gurat/on xml 49 funaufiaasiiizanin Capab///t/es check

Aaudu caspsd agvinn1saguea interface dmnndl service TnsinZiuan

OpenNMS mmaaumsamu‘lumsmummﬂ protocol 6199 mguam‘lutanmsmaﬁo [7]
diaiilu protocol plugin figunsainlalldvnadandn service Huaiiagase udrAausadiuuse
14 scan IP address waun9219A 6 wsaavszulild protocol MugdnsunIsaTIAdauaa UL
wwaAld (luldus test mau scan aauusn)

& SNMP protocol plugin agevAuniadunnzuiuFasuasnsifuiaya uazdaslyl
YsuueatAueuTuIWa snmp-config.xm/ ér&unsacdindiediaya ipAddrTable uag ifTable
ravailnsalléd Aazun IP address Tu ipAddrTable "l1vinn1s scan sia aalddusaasidan
RN Iaaasidanlu [7] . .

@1 default 2m9n15 update Discovery azfin1svinnng 24 d1luv ératine U fivinns
configure Discovery service grafinistAnidnuiailinaan IP address wiazavuav IP address
waavlusdn 10

10



Home f Admin / Discovery / Modify Configuration

Save and Restart Discovery |

General settings

Initial sleep time (sec.): Restart sleep time (hours): Timeout {ms.):
Thread :Il "I Retries: |1
Iﬂ Iﬂ reads etries T

Specifics
Add Mew I Mo Specifics found.

Include Ranges

Add New Beqgin Address End Address Timeout {ms.) Retries Action

10.10.10.10 10.10.10.19 gon 3 Celete |
10,226,217 10.226.2.22 gon 3 Celete |
10,226,042 10,226,042 gon 3 Celete |

Exclude Ranges

Add New I Mo exclude range defined.

Sawe and Restart Discovery |

51l 10. OpenNMS: Configuration of Discovery service

3.n15uU5uunevszuu (Configuration) wazn1slal Plug-in vidan1slal External scripts

auenndalunslfuuseszuunia Configuration fudnfiaudniluadnegedniu system
admin éhanainnin configuration vin'laennuas mstnadnsaliinlulvi nsiAiuns
asadaulaatldaunday parameter wi3a threshold 6nvg nsaenlsAudIuIualnsainia
Interface Suunnnazfiduilaymiva

Cacti

Lﬁaoqmms configure sguuuay Cacti fhHulnajaziilu graph management ﬁoﬂqznanﬁ‘m
A5LAN device My monitor A5 set parameter &u5u SNMP polling uay AsIANLAZNNS
Wsuusvnswdmiuaunsal wia interface zavainsal Taeyldudinsdiuusevinlddiauas
fisnaasidaainiiiaswa Cacti €9l Template sinvq& 15y Graph Templates (1w Interface
Traffic, Linux Memory Usage, Cisco CPU Usage) Host Templates (v2u Cisco Router,
Generic SNMP-enabled Host, Windows Host) wag Data Templates (#115un1s define data
source &FunistAuaia SNMP) Template tnarfigunsaudlainlaauainudasng

Nagios

Nagios Laigunsa configure suntin Web UI usazsiasldud configuration IwWaege tdu
Main configuration file, Resource files, Object definition files way CGI configuration files



(nsawarusaandaalu [2] uavsiaeiu [8]) &ruiFasnisaiuan uu UL iy Nagios &nunsa
turn on/off service checks uazn1s schedule queues &FuNITOTIARAUATIY

flawiiinnns configure Tu Nagios as@tjomnm’wawmniﬁluﬁajmsaﬂs"mwiamm/m UI uel
Nagios fianudiangugelunislunisudladandasdaiinifunalivunsAulendasnis
monitor 1aatawira1eiani1sld Plugin #3a external script tilavannnisvinenulu core
wav Nagios tav'lilafiTusunsudnduaasaudanuzuay host wia service 6vlag
iatadaagaialudiiiiau monitoring tool mauﬂ g9tiu Nagios 396iaslil external
program w3a plugin lumsasIadaLuardsAfinradaunduaniiausaina Taaglidauisa
Wan plugin fiusniaeléviald plugin AfiadAlé Taavi llué? plugin Aldumuindiuas
Nagios (atilu /ibexec directory) anfuldsunsudmsuasraiasausir luvidada
performance iy check_ping, check_http wia check_load \flugu wevinnildidasnis
plugin 7 specific & uFuourvatvAzNsald plugin AuAeAigwauniuu s
dratvtdu plugin S1FuasAdavauniuadiaiIag server 193U

uanan plugin wa? Nagios £eil Addon ﬁﬁ)ﬂﬁﬁdﬁuL&%uﬁﬂi%un}&ﬁﬂﬁﬂ t2du NRPE &hnsu
A1314 plugin uu Unix/Linux remote machine w¥a NSClient++ #n1#ilu agent &1su
Windows

Zenoss

asAnalnsaily Zenoss aunsavinléTaadzain uanmm’iﬁm@wms configure wan< 16
vatuaty 1y Tu menu Settings 8unsa define commands 14 &ul3ag user
management &u1sa define use’s level of access wazas view event uazavean alert 1o
A3 define alerting rule uazn1s &1ndu SNMP &nsaviin MIB Léain Ul
Tusavmsaruaueitu Ul Zenoss &unsa tilawsalla daemon nadinldat) .
uananiinis Browse Tunn category 61l list uavs&eidasnisagazarunsacinlulu list
1aTleageanTaaxune Add New Organizer

Tunsl4 plugin ffu Zenoss 14 ZenPack Gofida package Aufin functionality 1y Zenoss
Taaaa'ldimy action rules, commands, data sources, class w3a templates 6199
67 Core ZenPacks t2fu HttpMonitor, FTP Monitor, DNSMonitor "lai'léanfiu Zenoss Core

PO { 1didavdownload MAAGILANLANLEY uananTifed plugin memuausmaﬂwmm
itnungAy Manufacturer unvating

Plugin Tu ZenPack 1vatvadnafuil Nagios Tif 12ty HttpMonitor A4 command
check_http Baatjlu /ibexec directory uanannil Zenoss ‘lain plugin unvauuay Nagios 11
1468 n15ad plugin a1aavaIuNIy command waa ZenPacks manager vg1d&1u15a&83519
Zenoss plugin package ‘laée (Taawdan Create a ZenPack)

OpenNMS
A5 configure 14 OpenNMS sunsavitldnainuatauazazidaaun asangawauiunlv
UFuunevlaiaadradiunie Ul snatiradu Tu menu Home/Admin finns configure &1usu

Discovery, Users and Groups, Notifications, Manage SNMP Data Collection per Interface,
Add Interface uas Manage Thresholds flugu

12



OpenNMS {i plugin &u¥un1s monitor iaasaaguailud anuiinaudilu [7] dru
plugin qumuauﬂnmmsmwmm nsuA'lu' VW& poller-configuration.xm/ way capsd-
conf”guratlon.xm/uana'mu OpenNMS aaanuuulvigruisalderudu NRPE uas Nagios
f1niun1sasIadgau remote machine ‘la

4.7155129UHA NMSuEINT N wasuHuinlsidauea

Cacti

Farinauud luhdan 3 Fatauuay Cacti ﬁan'rsuamwamumons'lw Hldsusatdan
optlons way Template a19qlunsuanIna u,awmmsaqumaammmunﬂmmamaa"mn
iflavann UI égnaanuuulviglisuuselédng we Cacti avhifiunuiiugnonsiiausa

wifiau tool du

Presets: || 53t Day = | From: |20023-09-10 20:47 To: | 2008-03-11 20:47 4|10ay
o &

Tree: Default Tree-> Host: Armmphun

Il 5

percent

Amphun - CPU Usage

EL:]
2B
1B

B
Thu 80:80 Thu 12:08

From 20808/09/10 20:47:42 To 2008/09/11 20:47:42

| CPU Usage Current : 4 Average : 7
1z % 2 miim : 32

bits per second

Amphun - Traffic - Gil/1

6B M

48 M

Thu ©80:88 Thu 12:8@
From 2008/09/10 20:47:42 To 2008/09/11 20:47:42

W Inbound  Current: 4.76 M Average: 19.26 M Maximun
W Outhound Current: 13.12 M Average: 14.69 M
Maximum: 72.15 M

51 11. Cacti: Graph Display
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Nagios

Nagios Laifistuuunisudaenaiazidaaniiau Cacti uavnsinuas Nagios A'lsila
performance graph (t2u Throughput, CPU load, Response time) weiag tflu Event history
wny doflunsuansnanasitmuansaifiadusmiu Host (Recovery (Up), Down,
Unreachable) wsa& iy Service (Recovery (OK), Warning, Unknown, Critical) au
A1RLRaN .

Tuaiuuav Availability report insasdnadiusaslugui 12

Host Availability Report AllHosts First assumed host state:  First assumed service
Lazt Updated: Sat Sep 27 state

21:11:56 ICT 2005 i - i -

Nagios® 3.0 - e [Unspecified x| |Unspecified |
WY MRS . Ory 09012008 00:00:00 to 09- Report period: Backtracked archives:
Logoed in as ragiosadmin 27-2008 21:11:56 IThiS Manth j Il'l

Duration: 26d 21h 11m 56z

Lipdate |

[ Availahilty report completed in 0 min 0 sec |

Host State Breakdowns:

Host % TimeUp  [% Time Down [% Time Unreachable[% Time Undetermined|
Amghun  98.787% (98.787%)  (HOO0SANO000% I ARZISHNA2ISHINNN 0 000%
Agqua  0.000% (0.000%) BG4 (98764%) 1.236% (1:236%) T 0.000%
Asterisk  98.789% (98.769%)  IAOOOUNDAO00 N FZFHRNEZHSHINNN 0.000%
Console  100.000°% {100.000°%) 330005 {0-000¢%) ] D:000% 00805 0.000%
Datahase  100.000% (100.000°%) B00OHNOR0006) DOOOFNEHAOEHNIN 0.000%
FTP Server 100.000% (100.000%) D:000%0-000%) ] D:000% {0-000%) 7 0.000%
Mail Server 100.000% {100.000°%) S00OTDAO00%) DOOOTNODAOHIIN 0.000%
NI 100.000% (100.000%) 0.000% {0.000%) " 0.000% {0.000%) " 0.000%
Nagios  100.000°% {100.000°%) B00OHIORO00%H DOOOTNEHAO NN 0.000%
Nectec  100.000% (100.000°%) 30005 {0-000¢%) ] D:000%0-000%) 1 0.000%
Proxy  100.000% (100.000%) DROGOSANE-000%) DO00NO-000% N 0 000%
Switchs  100.000% (100.000%) D:000%0-000%) ] D:000% 0-000%) T 0.000%
SwitchB  0.000% (0.000%)  SEAS0HNGETS0%) FR250% 2505 0.000%
Web Server 100.000% (100.000°%) B:000% {0-000%) ] D:000%0:080%) T 0.000%
Wiki  100.000% (100.000°%) 0:000% {0-000°%) ] D.000% {0.000%) T 0.000%
Average  86.505% (86.505%)  [A3.168%{15:168%) D327 0:327%) N 0.000%

51 12. Nagios: Availability Report

uananil Nagios ETammsnluamu,wuﬁn’r;‘tiiamiaszwj'maﬂnsnimmu,:umﬂu hierarchy
229 node Auuaa9IluzR 13 usdiasiins define anuduWussenined node (1ilu
parent-child relationship) Tu'lWa configuration fiau Llavann Nagios 1i'lédi snmp built-in
feature N&w1savin auto-discovery ‘latay

14



Magios Process

?

Amphun Mail Server Proxy
Up Up Up
/? /?\ ?
SwitchA . SwitchB FTP Server Web Server
/ U . / D Up Up
Asterisk Console Databaze Necteo Wiki
Up Up Up Up Up
7 13. Nagios: Map
Zenoss
[
/Reports /Performance Reports /Availability Report Zenoss server time: 16:48:!
Device: | Component: |
Start Date; |09/15/2008 select | End Date:  |09/22/2008 select |
Event Class: |/Status/Ping j Severity: I Error j
Update |
Device Availability
Device Component Systems _
10.10.10.36 99,822%
10.10.10.102 99.891%
Agua.nectec.or.th 99.891%
netmon 99.941%
NIL.nectec.or.th 99.941%
10.10.10.14 99,941%
10.10.10.35 99,941%
295012 99,941%
295013 99,941%
290011 99,941%
295016 99,941%
AMPHUN. nectec 99,941%
295015 99,941%
375010 99.941%
manager.co.th 100.000%
google.com 100.000%
1 of 16 0.998219995039 j show all export all Page Size |4O ok

51 14. Zenoss: Availability Report
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Zenoss ﬁn’rsuamwmﬂuswumu‘luumnumugﬂuuuvﬁ"lﬁmmsnﬁa‘lﬁLﬁuuuuaomu
ainsalsingguianuiany (Class) 6199 tau Device reports (Zivfisnavutiaaganuarawuy
vfu All devices, All monitored devices, Device changes tfluéiu) Event reports Graph
report (8 msunisiianuaay performance graph fiaglusluuunassiasiu) Performance
report (Z9fisnavnutiagg 1y Availability report, CPU/Interface/Memory Utilization,
Threshold summary (fludiu) 71l 14 uaassatnsuas Availability report &ugili 15 uaay
Graph report Zvgjldarunsaiianasnuiuaasuazliuussluuylalaadgzain uadiaasnis
suaINauantuilaan performance graph NilagwiasiagnisunvsluuuniAsLdunIg
uaINaraInIWUaaduuuLAud s AuAgusalsuuseladlu menu Multi-graph report

/Reports /Graph Reports /Router A report Zenoss server time: 16:46:5

Router A report Range JED;1% j. Reset Link graphs? &

Device: AMPHUN.nectec  Component: AMPHUN.nectec  Graph: CPU Utilization

108
| |
[ 28
o
2 e Y
=
u
el 40
<= | B >
G -
Sun 12: 0@ Mon QOO: 00 Mon 12:00 &
200B8-09-28 4:30:17 to 2088-09-29 16:39:17
W cpusnin > 90
H cpuSmin cur:2.o00 avg:5.38 max:96. 05

Device: AMPHUN.nectec  Component: GigabitEthernet3_24 Graph: Throughput

10 M
2 M
o
6 M
b =
o 4 M i
o
<« zH =
a
Sun 12:08 Man 00 08 Man 12:00
2008-09-28 4:37:20 to 2008-09-29 16:37:20 &
W ifIn0ctets, ifOutlOctets = 750.00M
B Outbound cur: 1.62M avg: 3.537M max: &.6e9M
B Inbound cur: 1.14M avg: 387 .26k max: 4.06M

51 15. Zenoss: Graph report

sfunsudananisiiiansia (Map) 1u Zenoss aghinagnonsiiiausdaliinadaTude weirgld
savlinsandayaavluzas Device waa Network Aaunalfivazq'le fodofindsaziinng
Usuilse Wig L Taadnlwid uananiiaiugndasuad Topology Ausnolu map fo'lsigndiag
Pnuaralnsaiunedifisinng monitor Alilduanslu map dolaaiiliud? map uav
OpenNMS azuagadnalasnin (aluiidadaly)
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e
295016 o = _
Ty ;T 203.185.06.8
I\-
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295013
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51 16. Zenoss: Map

OpenNMS

N33EvIUNauaY OpenNMS fsnaufinainvaiandadu Zenoss ﬁodm‘lunﬂﬂus‘mo‘m
wfauaasnadoiiugrtiya SLA \aiu Availability w3a Outage report (flusiu 1oy Asagilna
availability Taasiudeuanslusdil 17 uananildefinsuanonalusduuunans W GedAld
sduvunsdFuusislumdagdu Cacti way Zenoss ws OpenNMS ag'laifl graph template 144
danlu Ul wiflau Cacti uaz Zenoss &ruluainisdiuuselu OpenNMS ag'lidudaunniin
i fratuaaeluslil 18 &Husdil 19 Lﬂu‘nms'\ﬂmunswwfﬁammsmvumanmmmaoms
w&a9'l6
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Category Service Level Monitoring
: admin {

Home / SLM / Category

Service Availab

Show interfaces: © all £ with outages = wyith availability = 100%

This categary reflects awvailability of all services currently being rmonitored by OpenMMS,

087231080223 .chello.fr 0 of 1 B62.467 %
i0.0.0.2 0 of 2 62_589%
i0.10.10.100 0 of 4 62_590%
i10.10.10.102 0 of 2 62_520%
10.10.10.104 1of1 0.000 %
10.10.10.14 oof 2 62_589%
10.10.10.17 oof 2 62.596%
10.10.10.19 oofl 62.590%
10.10.10.20 oofl 62.586%
10.10.10.35 oof 2 62.586%0
10.10.10.9 0 of 4 62.004 %

51 17. OpenNMS: Availability Report

Home f Reports §f Resource Graphs 5 Custom
Step 2: Choose Data Sources

Mode: 202

Response Ti

Crata Source 1 (reguiredl: S— [Goea Source 1

==h
hetp Solowm Red =

Style: [Fedium Line =1
walue Type: | [Aoerage =

Crata Source 2 [optionall:

- Title: IData Source =2
icrn
htep “olor IGreen -I

Styla: IMedium Line -I

Walus Type: | [Aoerage =]
mum 1
Masimum

Title: |Data Source 3 |-

Drata Source 3 [optional):
icrp

==h

Color IBIue vi
Style: IMedium Line vl
“alue Type: I.ﬂwerage vI

Crata Source 4 [optionall: | | — | e | =
e : =l

51l 18. OpenNMS: Graph Management
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Resuurl:e Graph Results

Path Cutages [Drashboard Ewents  Alarms  Motification  Assets  Reports  Charts
Surveillance  Ma H

Home f Reports f Resource Graphs f Results

Time period |{STEdm]

Start Time | August | |10 fzooe [7em =]
End Time | September = | [10  [zooe  [7Pm -]

Apply Custam Time Periad I

From Sun &ug 10 19:57:10 ICT 2008
To Wed Sep 10 19:57:10 ICT 2008

Mode: 10.10.10.19
Response Time: 10.10.10.19

ICMP Response Tine

40 m
& 30 m
E
8 20 m
L1}
[}

om- | ! | J

Week 33 Week 34 Week 35 Week 36

M Response Time  Avg 4.12 m Min 1.06 m Max 34.86 m

51 19. OpenNMS: Graph Display

atsunay OpenNMS anamcmuaﬂamsuamwamsmﬁamawaoaﬂnsm sﬂm 20 ugman3
\ausazadalnsalfigua ‘imtmmsuamamu.,maoaﬂnsmmua’manmmmmm uanand
wn right-click 147 node fuq aganunsavinais execute command ping wsa traceroute
warausaLinlilg event u3a resource graph MiAediasduailnsaiiiuqgée

mnmsmmlaaumsuamwaﬂ'mﬁ"amiamﬂ"luaoﬁn'swu'jw OpenNMS finugnaadgonia
80% 131 OpenNMS filss&nEniwnnnndn Zenoss Tuduiiaininazunannnisyi OpenNMS
14 process Nidfudtaunit Zenoss Tun1svin Discovery dvilsznaudianisnagay protocol
Pwuinn uemslatayaleeazidan t2u a1n routing table wav router wednileuvinniile
doifluileyvnzad tool daudiada Lisnunsawiunsidausauasalnsaifianain 5
Manufacturer ¢inafu a’?otﬂuiamﬂjnmau’f.ammswmmma"l,ﬂ weiviotifiuasfuinalnsaiiuqf
MIP &ususassunisiinfediayananiulania’lai
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isplay Map

Uzer: admin [N 1 - Log out

Sep 10,

Dashboard Ewvents Alarms  Motification

e —— 203.185.97 42

296311.\ _________‘——————___%

203.185.97.40

10.10.10.17 10.10. -3’3 %
e
203.185.97.41
= Ping
! E 1090 Tracerouke
=@ % 203 185.97 44
10.10.10.101 =g Ewents
2031856743 Resource Graphs
51 20. OpenNMS: Map
unsigu

Luaqmnmawmu,:nsmumuantl:rme,mm.,aunnmumuamsamﬂmmum avifldseAnaanguuas
funsadsuusvnazlduladns savuifBaudsunarinnsiaanduisiiiaidasiia
JuilszTaanisdanisidanldluasdnsuazifatfdunuinislunisweauisa'lal

AnmMBansinuNgandsuaazuiialiausunsaiasuanaviuldauanrasnislyd
91U wnunsudgasnatugduuvaasnsvnannsaiian Template 6invqldunnune Cacti
analflumeidanfd usdrdasmseandursnvinnsanazauuazquataiainaldlaaazidan
uagfinsusuuseniu UI lavarasiduuy Aaratdanld OpenNMS wia Zenoss usiviiiuag
Auanuinilulunsld dratrvidu OpenNMS arathuanuaniulunisquatpiatinauuia
@A &ruamandurs Naglos fanubeudulunsldougefiowdiazlaifi UI druiuvin
configuration usin1sndl Plugin vaiavatauasdl developer community Audounsedof
winTinAddnsunnh ldwansasandaldfussuuduisianisiaiatne e
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