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111/l directory libpcap-0.9.7 wwidda Jconfigure mudasfids make uay make install awéddu

$ ./configure
$ make

$ make install
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http://www.tcpdump.org/release/libpcap-0.9.7.tar.gz
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fodunsienlFilsddu pcap_lookupdev() :

#include <pcap.h>
#include <stdio.h>
int main() {
char *device;
char errbuf[PCAP_ERRBUF_SIZE];
device = pcap_lookupdev(errbuf);
if (device '= NULL) printf(“interface name: %s\n",device);
else printf(“error: %s.\n" errbuf);

return O;
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fetmsliouTsunsuAumie interface uwniesareilsddu pcap_findalldevs() :

#include <stdio.h>

#include <pcap.h>

int main() {
char errbuf[PCAP_ERRBUF_SIZE];
pcap_if_t *devlist, *wk;
pcap_findalldevs(&devlist,errbuf);
for (wk=devlist;wk!=NULL;wk=wk->next)
printf("interface name: %s\n",wk->name==NULL?"":wk->name);
pcap_freealldevs(devlist);

return O;
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_interface name: any
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189 nTaseadredoyaniiow 131y pcap.h :

typedef struct pcap_if pcap_if t;
struct pcap_if {

struct pcap_if *next;

char *name;

char *description;

struct pcap_addr *addresses;

bpf_u_int32 flags;
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pcap_t *pcap_open_live(const char *device, int snaplen, int promisc, int to_ms

, char *errbuf);
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yinadnnh len Tnssadravea struct pcap_pkthdr dlusii ;



struct pcap_pkthdr {

struct timeval ts;
bpf_u_int32 caplen;

bpf_u_int32 len;
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#include <stdio.h>
#include <pcap.h>
#include <time.h>
int main() {
char timestr[64];
char errbuf[PCAP_ERRBUF_SIZE];
const u_char *packet;
pcap_t *handle;

struct pcap_pkthdr header;

handle = pcap_open_live("eth0", 1024, 1, 0, errbuf);

packet = pcap_next(handle, &header);



strftime(timestr, sizeof(timestr), "%d %b %Y %H:%M:%S %Z",
localtime(&header.ts.tv_sec));

printf("Packet of the size %d bytes received at %s\n",header.len, timestr);

printf("Packet data :\n");

for (pt=packet; pt!=packet+header.caplen; pt++) printf("%02X ", *pt);

pcap_close(handle);

Packet of the size 76 bytes received at 26 Apr 2007 12:46:36 ICT
' Packet data :

;005056 F2 9E 7A 00 0C 29 E0O C2 89 08 00 45 00 00 3E 31 EF 40 0040 11 4AEB CO A8 :
- 9E 81 CO A8 9E 02 80 02 00 35 00 2A A8 49 8D OE 01 00 00 01 00 00 00 00 00 00 03 77 77
- 7706 67 6F 6F 67 6C 65 02 63 6F 02 74 68 00 00 1C 00 01
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#include <stdio.h>
#include <pcap.h>

#include <time.h>

void process_packet(u_char *args, const struct pcap_pkthdr *header, const u_char *pcaket) {
char timestr[256];

strftime(timestr, sizeof(timestr), "%d %b %Y %H:%M:%S %Z",
localtime(&header->ts.tv_sec));

printf("Packet of the size %d bytes received at %s\n ",header->len,timestr);

int main() {
char errbuf[PCAP_ERRBUF_SIZE];
const u_char *packet, *pt;
pcap_t *handle;
struct pcap_pkthdr header;
handle = pcap_open_live("eth0", 1024, 1, 0, errbuf);



pcap_loop(handle, 5, process_packet, NULL);

pcap_close(handle);
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Packet of the size 76 bytes received at 26 Apr 2007 17:10:54 ICT
Packet of the size 104 bytes received at 26 Apr 2007 17:10:54 ICT
Packet of the size 42 bytes received at 26 Apr 2007 17:10:55 ICT
Packet of the size 76 bytes received at 26 Apr 2007 17:10:55 ICT
Packet of the size 104 bytes received at 26 Apr 2007 17:10:56 ICT

Sufiasauds pcap_next() uaz pcap_loop() aaiiides ﬂﬁ’aaﬁuﬁzﬂ@: e Tusunsuezdoaign
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int pcap_dispatch(pcap_t *p, int cnt, pcap_handler callback, u_char *user);

int pcap_setnonblock(pcap_t *p, int nonblock, char *errbuf);

flasdu  pcap_dispatch() aiimssumailmesmilouduileddu  pcap_loop() wnlszms  ludiuves
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Ethernet header IP header

45 00
02 C2 BC 9A 40 00 80 06 66 C6 OA E2 2D 67 42 F9
59 93 OE EB 00 50 A5 B2 DA 99 B8 07 3E 21 50 18
4 0O 34 B5 00 00 47 45 54 20 2F 20 48 54 54 50
2F 31 2E 31 OD OA

TCP header application protocol
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Ethernet #iewl¥fulu Local Area Network fu Tnsearaves frame suifiugaii

Ethernet frame header

Destination Source
Type Data CRC
address address yp
6 bytes 6 bytes 2 bytes 46 - 1500 bytes 4 bytes

header vos Ethernet frame ;5ududqo destination address uaz source address vuia 6 Tud venlvis
niwn frame fideeenininiila nazazdalilisiila uadeimaulanSeziludiuiiogdaun Faziwenyia
TilsTaneaves payload wes frame 1iu dedrusuninsiidlu 0x0800 Avznmeds IPv4, 0x0806 e

o :)’ ' 1 S Y 1
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wwes libpcap packet (Fusuanludi 0) Fannfiduilu 0x08 way 0X00 mwswuRvInsaNuIoya

muld frame huihy IPv4 datagram

dmsu source uaz destination IP address s desmsrihnasinaesviiu deedesnuiain header
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v04 IP Gaazii Taseadhadail

Version | HLen Services Total length
4 bits 4 bits 8 bits 16 bits
Identification Flag Fragmentation offset
16 bits 3 bits 13 bits
Time to live Protocol Header checksum
8 bits 8 bits 16 bits
Source IP address
32 bits
Destination IP address
32 bits
Option
<40 bytes

nnuruiszmiuduiiy source IP address siviianuen 4 lud Sudunluan 12 suddluan 15 vay
arunidlu destination IP address szisuanludn 16 sudaludn 19 duiumnivdusaiuiives frame

fumissuduues source wag destination IP szegi ludn 26 naz 30 awday

Type = IP (0x0800)

00 04 23 B1 1E D5 00 18 DE 5C 3D 37 08 00 45 00
02 C2 BC 9A 40 00 80 06 66 C6 OA E2 2D 67 42 F9
59 93 OE EB 00 50 A5 B2 DA 99°'B8 07 3E 21 50 18
44 70 34 B5 00 00 47 45 54,20 2F 20 48 54 54 50
2F 31 2E 31 OD OA
Source IP =10.226.45.103 Destination IP = 66.249.89.147
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <pcap.h>
#include <fcntl.h>
#include <signal.h>

#include <netinet/in.h>
#define INTERVAL 1

u_int32_t ifaddr;

int upload = 0;

int download = 0;

char ifname[16];

char errbuf[PCAP_ERRBUF_SIZE];
const u_char *packet;

struct sockaddr_in *addr;

pcap_if_t *devlist, *wk;

pcap_t *handle;

void finalize() {
printf(""Program terminated..\n\n");
pcap_close(handle);

exit(0);



void report(){
system("clear");
printf("Press Ctrl-C to terminate..\n\n");
printf("uploading rate = %.1f KB/s \n",(float)(upload)/(float)(INTERVAL*1024));
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printf("downloading rate = %.1f KB/s \n",
(float)(download)/(float)(INTERVAL*1024));

upload = 0; [* wassandmsumsiiusen vt/
download = 0;

alarm(INTERVAL); /* @ ldinduinGenilandusnlu 1 Jui +/

void process_packet(u_char *args, const struct pcap_pkthdr *header, const u_char *packet) {

if (*(packet+12) == 0x08 && *(packet+13) == 0x00) {
/* ez frame i type 1ilu 0x0800 Famunenda *
[* frame ﬁymnq IP datagram */
if (*(u_int32_t *)(packet + 26) == ifaddr)
upload += header->len - 14;

/* éhluduves IP header i source ip whiy ifaddr Avzuanai *

/* upload riindrevinaves packet ilisau Ethernet frame header */

if (*(u_int32_t *)(packet + 30) == ifaddr)
download += header->len - 14;

/* drludauves IP header i destination ip wiiu ifaddr */

/* #azuanar download i */



int main(int argc, char *argv[]) {
if (argc 1= 2) {
printf("Usage: bw <interface name>\n\n");

return -1;

}
strcpy(ifname,argv[1]); /* %o interface flozshimssu packet */
pcap_findalldevs(&devlist,errbuf);
for(wk=devlist;wk!=NULL;wk=wk->next){
if (0 == strcmp(ifname,wk->name==NULL?"":wk->name)) {
if (wk->addresses != NULL) {

addr = (struct sockaddr_in *)(wk->addresses->next->addr);
[* structure ﬁmi@%’agmﬁmﬁu IPv4 vaq interface */
ifaddr = ((addr->sin_addr).s_addr);

/* IPv4 address iluay 32 fin*/

break;

if (wk == NULL) {
printf("interface %s not found.\n",ifname);

return -2;



else if (wk->addresses == NULL) {
printf("interface %s does not have an ip address.\n",ifname);

return -3;

handle = pcap_open_live(ifname, 1024, 1, 0, errbuf);
pcap_setnonblock(handle, O, errbuf);

/* Wtilassu pcap_dispatch() nganes packet */

signal(SIGINT, finalize); /* ilefimsna Ctrl-C 1¥ienileridu finalize() */
signal(SIGALRM, report);  /* iieifia SIGALRM 15 enilaridu report() */
report();
while(1){ 1% yuguluiSeee *

pcap_dispatch(handle, 1, process_packet, NULL);

/* \ilefi packet $unazisenilaidu process_packet() */

Press Ctrl-C to terminate..

- uploading rate = 1.2 KB/s

- downloading rate = 54.8 KB/s
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