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Figure 14. Types of Attacks or Misuse

Detected in the Last 12 Months

By Percent of Respondents

100 %
TYPE OF ATTACK 2006
@— Virus 65%
<—  Laptop/mobile theft 47%
80 % —m— Insider abuse of Net 4294
ACCess
—ie— Unauthorized access 329%
to information
B0 % = Denial of service 25%
@— System penetration 15%
—&— fbuse of wireless 1494
netwark™®
—a#— Theft of proprietary 994
40 %o information
- Financial fraud 994
—&— Telecom fraud B%%
&—  Misuse of public Webk 5%
20 %4 application*
—— \Neb site defacement™ 6%
—&— Sabotage 324
* guestions added in 2004
0 %

19889 2000 200 2002 2003 2004 2005 2006

CSI/FBI 2006 Computer Crime and Security Survey
Source: Computer Security Institute

2006: 616 Respondents
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Figure 16. Dollar Amount Losses hy Type

$15,691,460

Virus contamination
Unauthaorized access to infarmation
Laptop or mobile hardware theft
Theft of proprietary information £6,034,000
Denial of service
Financial fraud
Insider abuse of Net access or e=mail £1,849.810
Telecom fraud £1,262.410
Bots (zombies) within the organization £923,700
System penetration by outsider £758,000
e o 8 Al Yo arvoizatn [ 07540
Abuse of wireless network 2469,010
Instant messaging misuse $291.510
Misuse of public Web application $269,500
Sabotage of data or networks |l $260,000
Web site defacement | £162,500
Password sniffing || $161,210
Exploit of your organization's DNS server §| $90,100
Dther $£885,000
$0 £4 million &8 million $12 million

Total Losses for 2006 = $52,494,290

CSI/FBI 2006 Computer Crime and Security Survey
Source: Computer Security Institute
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£16 million

2006: 313 Respondents
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13. Too much
information
disclosure. Ex.
Operating system,
application version or
available services
such as SNMP,
Finger, SMTP, Telnet,
rusers, rpcinfo,
NetBIOS.

14. Lack of audit
logging and
monitoring.
Unable to detect
attack at network/
host level.

1. Router’s bad
configurations on ACL

(Access Control List) cause

data leakage through
ICMP, IP, NetBIOS and
unauthorized access to
DMZ.

Mobile / Home

Source : Hacking exposed : Network Security Secrets & Solutions by Joel Scambray, Stuart McClure and George Kurtz

Border Router

(iim o T———

AADAUEIY UDITETULLATANE

FHEETEE‘*I

= of LTELR

(Vulnerabilities of Network)

12. Unnecessary
services such as RPC,
FTP, DNS or SMTP
can expose system
vulnerabilities.

Internet/DMZ Servers

10. Bad configuration
on Internet Server.
Ex. CGI Scripts,
Anonymous FTP

9. Weak password

Workstation

|
|
L | L | L |
[ (1] we |

11. Bad
configuration on

Internal

8. Lack of
Identification/
Authentication before
using some type of
service such as X
Windows.

7. Bad configuration
on File/Directory
Permission.

Ex. Enable share on
Windows NT
directory or Unix NFS
Exports directory.

6. Lack of
Information Security
awareness.
No official

—x

|

firewall/router can
cause
unauthorized
access to DMZ.

LAN

Internal Router

announcement/
enforcement on
Information Security
Policy, Standard,
Regulation or
Guideline.

o
i

Firewall
Remote Access %%
Servers %
%,
)
[Er—]
r— OO0
o e
Y o
DRIUP || = e o | 5

User
prevention.

2. Remote Access
Lack of awareness on

FE/0000 55

Branch Office

3. High level of trust
relationship can
unintentionally expose
the system holes.

Ex. Trust relationship

-

5. Unpatched
software and default
configuration.

Workstation

4. Unaware of user or
test account that have
administrative rights.
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(Distributed Denial of Service) (DDoS)
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fgifuay Cybercrime

According to an FBI projection, $67.2 billion a year is
taken from U.S. businesses through cybercrime
forums.

On these forums, hackers sell personal information
such as bank account billing data, account numbers,
billing addresses, and Social Security numbers, to
other criminals. USA Today research found that a
credit card number and its corresponding PIN typically
sells for around $500.

http://www.smartcomputing.com/Editorial/daily/dailyContent.asp?guid=&did=2906875
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866 Phishing =

What is Phishing and Pharming?

Phishing totals inch back up in August Phishing attacks use both social engineering
T —— and technical subterfuge to steal

consumers' personal identity data and financial
account credentials. Social-engineering
schemes use 'spoofed' e-mails to lead
consumers to counterfeit websites designed to
trick recipients into divulging financial data
such as credit card numbers, account
usernames, passwords and social security
numbers. Hijacking brand names of banks, e-
retailers and credit card companies, phishers
often convince recipients to respond. Technical
subterfuge schemes plant crimeware onto
PCs to steal credentials directly, often using
Trojan keylogger spyware.

Pharming crimeware misdirects users to

fraudulent sites or proxy servers, typically
5y 32
eé}ﬁoaif 5@@:9“9 v "}vf through DNS hijacking or poisoning.

%Qg.,_

Malicious code also bounces back

Source: Anti-Phishing Working Group

o _ (http;//antiphishing.org/
ATsUszuAEATINNEANT RN amué%mupmj/mma?%m g-org/)

519 W.5.1.3168A15ATEVINANURALAEIAUADNAIADT Wafls v, (oo WELLDES) 15
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aaatiny Phishing website/email

MCLUA Homme | Search | Privacy Policy & Accessibility | Site Map| Contact Us

National Credit Union Administration

Source: Anti-Phishing Working Group
(http://antiphishing. org/)

Account Info Merification

Dear FCU holder account,

Az part of our security measures, we regularly sereen activity in Federal Credit
Unions (FCUY et .

e recently noticed the following issue on your account: A recent review of your
acoount determined thatwee require some additional information from wou in
arderto provide you with secure service. Caze |0 Mumber. PP-085-517-249 For
wour protection, we have limited aceess to your account until additional security
measures can be completed. W'e apologize for any inconvenience this may
cause, Please log in to wour FCU acecount to restore wour access assoon as
possible.

“ou must click the link belows and fill in the form on the following page to
complete the verification process.

Click here to update your account

In accordance with HCUA Uzer Agreement, your account access will remain
limited until the issue has been resolved. Unfortunately, if access to your account
remains limited for an extended period of time, it may result in further
limitation=z ar eventual account closure. Mi'e encourage you to log in to ywour FCU
acoount assoon as possible to help awoid this. We thank you foryour prompt
= = Qs aa @ wa 1 =
msa.lss?jnﬂmznﬁmﬁmsammy 8AUAUUUALIIAA

s

About MCLIA,

The National Credit Union
Administration (NCUA) is the
independent federal agenoy that
charters and supervizes federal credit
unions. NCUA, backed of the full faith
and credit of the U.5. government,
operates the Mational Credit Union
Share Insurance Fund (NCUSIF) insuring
the zavings of 20 million account
halders in all fedearal credit unions and
many state-chartered credit unions.
Cruring the 12990= and into the 21st
century, credit unions hawve bean
healthy and growing. Credit union
failures remain loww and the Share
Insurance Fund maintains a healthy
equity level. The Mational Credit Union
Administration (NCUA) is comitted to
maintain a safe enviranment for ower 80
million account halders in all fedaral
credit unionz and many state-charterad
credit unions. Protecting the security of
halders account and of the Federal
Credit Unions (FCU) netmwar iz aur
primany concern.

519 W.5.1.3168A15ATEVINANURALAEIAUADNAIADT Wafls v, (oo WELLDES)
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Source: Anti-Phishing Working Group
(http://antiphishing.org/)

This phish combines some very dangerous tricks, perfect execution and a flaw in VISA's legitimate site to create the most dangerous phish scam

yet.

The email message it is being spreaded with looks perfect:

VISA  \eiified by Visa

Diear Visal customer,

Before activating your card, read this important information for cardholders!

You have heen sentthis invitation hecause the records of Visa Corporate indicate wou are a current or former Visa card holder. Ta
ensure yourVisa card's security, itis important that vou protect your Wisa card anline with a personal password. Flease take a
mament, and activate for Werified by Wisa now,

Yerified by ¥isa protects your existing Yisa card with a passwoard you create, diving you assurance that only yvou can use your ¥isa card
anline.

Simphy activate your card and create vour personal password. ¥ou'll get the added confidence that yvour Wisa card is safe when you
shop at participating online stores.

Activate Mow for Verified by Visa

Thank you far your support.
Wisa Service Department

It is much more convincing that the usual phish stuff. The sender i spofed, and the link is masked. But even further - if the link is examined, it
turns out it leads to the following URL: "http://usa.visa.com/track/dyredir.jsp?rDirl=http://200.251.251.10/.verified/". And this is a URL that is

really on the visa.com page! It turns out that the phishers have used a redirect page on the visa.com site to redirect to the phish server.

v

AsdsERNAENIsUNENI RN dnUfTayalftiiaans
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| TED BRIDIS

| Washington — Computer users already

anxious about viruses and identity theft
have new reason to worry: Hackers have
found a way to lock up the electronic
documents on your computer and then
demand %200 over the Internet to get
them back.

Security researchers at San Diego-based
Websense Inc uncovered the unusual
extortion plot when a corporate customer
they would not identify fell victim to the
infection, which encrypted fles that
included documents, photographs and
spreadsheets.

Aransom note left behind included an
e-mail address, and the attacker using
the address later demanded $200 for the
digital keys to unlock the files.

“This is equivalent to someone coming
into your home, putting your valuables
in a safe and not telling you the combin-
ation,” said Oliver Friedrichs, a security
manager for Symantec Corp.

The FBI said the scheme, which appears
isolated, was unlike other Internet extor-
tion crimes. Leading security and anti-
virus firms this week were updating pro-
tective software for companies and con-

TECHNOLOGY INTERNETEXTORTION

‘Now hackers can hold your files hostage

Source: The Bangkok Post, May 25, 2005

Q‘-’Bb\ T,,\Ransom hacker

/& Vs \ A new computer infection has been reported

A
[

A malicious

that locks files on an affected machine and
then requests payment for the decoding key.

The virus encrypts files A ransom note is

s 0 website infects on the hard drive and  put on the hard
¥ computer with mapped drives so that drive demanding a
 virus they canOt be opened  $200 online pay-
: without a digital key ment to unlock files
+ Filesincluded: .doc .xls .jpg
AP

_” SOURGE: Websense Inc

sumers to guard against this type of attack,
which experts dubbed “‘ransom-ware.”
“This seems fully malicious,” said Joe
Stewart, a researcher at Chicago-based
Lurhg Corp who studied the attack soft-
ware. Stewart managed to unlock the
infected computer files without paying
the extortion, but he worries that improved
versions might be more difficult to over-

come, [nternet attacks commonly become
more effective as they evolve over time as
hackers learn to avoid the mistakes of
earlier infections.

“Youwould have to pay the guy, or law
enforcement would have to get his key to
unencrypt the files,” Stewart said.

The latest danger adds to the risks facing
beleaguered Internet users, who must

v

LAIU6

increasingly deal with categories of threats
that include spyware, viruses, worms,
phishing e-mail fraud and denial of service
attacks.

In the recent case, computer users could
be infected by viewing a vandalised website
withvulnerable Internet browser software.
The infection locked up at least 15 types
of data files and left behind a note with
instructions to send e-mail to a particular
address to purchase unlocking keys. In
an e-mail reply, the hacker demanded
$200 be wired to an Internet banking
account. I send program to your email,”
the hacker wrote.

There was no reply to e-mails sent to
that address on Monday by the Associated
Press.

Experts said there were no widespread
reports the new threat was spreading,
and the website was already shut down
where the infection originally spread. They
also said the hacker's demand for payment
might be his weakness, since bank trans-
actions can be traced easily.

“The problem is getting away with it
— you've got to send the money some-
where,” Stewart said. “If it involves some
sort of monetary transaction, it's far easier
to trace than an e-mail account.” AP

AsUsERNAENTIUNENNNI RN IR
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VA, APPEALS COURT

Anti-Spam Conviction Is Upheld
M.C. Man Flooded AQL Customers With Unsolicited E-Mail

By Candace Rondeaus
Washington Post Staff Writer
Wednesday, September 6, 2006; Page B03

The Court of Appeals of Virginia upheld vesterday what is believed to be
the first conviction in the nation under a state anti-spamming law that malkes
it a felony to send unsolicited mass e-mails.

A Worth Carolina man was convicted in Loudoun County two vears ago of
illegally sending tens of thousands of e-mails to America Online customers.
Prosecutors said Jeremy Javnes flooded the servers at the Internet
company's headquarters in Loudoun with bulk e-mail advertisements for
computer programs and stock picleers.

Enlarge This Phota

Jaynes was sentenced last vear to
nine vears in prison on three counts
of violating the state's anti-spam
law and was allowed to remain free
on 51 million bond while his case
was appealed. Thomas M. Wolf,
an attorney for Javnes, said he
plans to appeal vesterday's
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LUINI TUNITENINNANNE

Council of Europe: Convention on Cybercrime
Haqtuiidseinagungnainasunu 32 dseind ann 46 dssine
Ltavﬂsutmmauﬂfﬁa“lm?jamﬁﬂaﬂmuau 4 1szind lawa wauian
di1lu warinild wavansgawsan

Waliud: Electronic Commerce Act 2000

uatgie: Computer Crimes Act 1997

f9mlds: Computer Misuse Act

IRILT Unauthorized Computer Access Law 2000
auLtfer:  The Information Technology Act 2000
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